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ABSTRACT

The Navy Regional Data Automation Centers (NARDACs)

Lecame a Navy Industrial Fund (NIF) activity on 1 Gctoter

1983. This change requires that NARDACs bill customers for

all data processing (DP) services provided. The impact of

the change to NIF accounting on the evaluation of management
performance is addressed within the context of the defined

control structure. The purpose of this thesis is to present

hackground informaticn on the NIF concept, NARDACs, and

operational audits, and to provide general recommendations

for the design and application of operational auditing for a

NARDIC. It is also to discuss benefits to be derived by
uanagers of a NARDAC examined by an operational audit. A
guide for performing an operational audit of a NARDAC is

outlined.
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A. GENERAL

In an attempt to understand the environment in which the

Navy Regional Data Automation Centers (NARDACs) operate, it

is essential to examine the fundamentals of the business of

managing information services in general. This requires

taking a wider view of computers, information resources

management, and the events that led to the formation of the

Naval Data Automation Command (NAVDAC). A review of the

factors leading to the establishment of NAVDAC as a Navy

Industrial Fund (NIF) activity is also necessary.

The Navy Regional Data Automation Centers (NARDACs) can

be likened to an infcrmation services department in a large

business corporation. NARDACs are information processing

centers operating under the central aanagement of the Naval

Data Automation Command. They exist to provide high p

quality, low cost, ncn-tactical data processing services to

operational customers in regions of extensive Navy activity.

Each NARDAC is a suppcrt organization dedicated to improving

the quality of computer support available to Navy activities .
in its zegion. &utcmated data processing (ADP) services

offered by the NARDACs range from one-time technical consul- - -

tations to full responsibility for processing applications

on a scheduled production basis. Clients negotiate as

requirements arise fcr the level of support needed. Thus,

the extensive literature dealing with corporate information

services management is applicable to NARDACs.

10
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B. COBPUTEBS--A HIS2CRICAL PEBSPECTITE

managing information resources has become a task of

overwhelaing size and complexity. Technological, social,

cultural, and political issues interact with one ancther

making it increasingly difficult to distinguish which issue
is important and which is not. Yet making these distinc-

tions is essential tc any organization with a large invest-

ment in information resources--people, machines, and

technologies.

Unit costs of hardware continue to decline [Ref. 1].

Because computer needs continue to rise, total hardware

costs continue to rise. Purchased software costs are rising

slightly and people costs are rising at an ever increasing

rate. These economic trends affect both the manager and

users' perception of system efficiency.

Over the past thirty years, the rapid evolution and

spread of computers, telecommunications, and office automa-

tion has created a major new set of managerial changes.

Attempts to resolve these challenges has resulted in the

creation cf new departments, massive recruiting of staff,

major investments in computer hardware and software, mecha-

nization of routine tasks--inventory, payroll and accounts

receivables-and installation of systems which have had a

profouni impact on hcw the organization operates.
Managing these challenges is complex because far too

many memters of the computer professional community received

both their education and early work experience in a time

prior to the wide-scale introduction of computer technology.

The cultural impact has resulted in managers who feel

somewhat uneasy about the subject and lack confidence that

they have the appropriate background to provide managerial

oversight. Their firsthand technical experience was with

technologies vastly different from those of the 1980s.

11
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In the early 1960s, the computing business began to l.ook

so different because of software development and stored

programming. Only a small percentage of the professicnals

managed the transition to that new and totally different

information management culture. Understanding the Frogram-

ming challenges of the rotational delay of the drum of

machines in that era, however, provides no value in dealing

with the challenges rosed by today's sophisticated computerS

operating systems. EBef. 2]

Moreover, understanding of what makes acceptable manage-

ment practice in this field has changed dramatically since

the early 1970s. Virtually all major, currently acceptable

frameworks for thinking about how to manage in this field

have teen developed since then. Consequently, a special

burden has been placed on information systems management, -

not just to meet day-to-day operating problems and new tech-

nologies, but to assimilate and implement quite different

ways of maraging tle activity. If not committed to a

process of self-renewal, occupational obsolescence very

quickly results.

C. CHALLENGE OF INFORMlATION SERVICES SANAGERENT

It would be a serious mistake, of course, to consider5

the problems of computer systems management as being totally

unique and separate from those of general management. The

various elements of the data processing function reguire a

high level of continuing communications and cohesive inter-

relationships to ensure adequate planning, development, an d

implementation of complex systems. The issues of informa-

tion services organization, planning, control, strategy

formulation, budgeting, transfer pricing, profit centers,

cost centers, and so forth, are relevant here. The indi-

vidual aspects of computer management problems thus are not

12



unique. What is unique is the combination of these issues

in running an efficient and evolving function.

Because of this combinaton of issues, data processiE4 is

unlike any other activity within an organization. It

combines a highly technical skill level with creativity. It

requires a broad management outlook in its design stages,

hut an extremely detailed outlook in its implementation

stages. Its managers must be concerned about the ispact of

their work cn overall policy, procedure, and organization

structure, while still maintaining an interest in individual

data fields. It is a service function, yet it significantly

influences the procedures of those it serves. It may be

organizationally placed as one function, yet must maintain

an objectivity in meeting the needs of functions crossing
many organizaticnal lines. To accomplish its job, its

managers must have a line manager's knowledge of other func-

tions within the company and still maintain a staff advisory

outlock.

Each of these facets places a special burden on the

selection of the appropriate information systems organiza-

tional structure. Data processing management must be

continually alert to the fact that today's appropriate orga-

nization structure may not meet tomorrow's conditions or

needs. Organization structure seldom remains static, and

should be modified tc meet changing conditions of assigned

responsitilities, service role, and growth.

D. NAVAL DATA AUTOffA7ION COMMAND (NAVDAC)

This section provides a brief look at the Naval Data

Automaticn Command (NAVDAC) organization, its mission and

the field activities under NAVDAC. NAVDAC, and the NABDACs

and NAVDAFs, were formed as the result of the "Navy

Automatic Data Processing (ADP) Reorganization Study

1
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Implementation Plan" of October, 1976. The reorganization

was in response to the major ADP problems brought to lijht

by a General Accounting Office (GAO) report that was crit-

ical of Navy ADP. In October 1977, NAVDAC became

operational. The mission of the NAVDAC is to administer and

coordinate the Navy non-tactical ADP program. This respcn-

sibility includes collaboration of ADP matters with all Navy

ADP claimants; development of policy and procedures;

approval of systems development, acguisition and utilization

of ALE equipment and service contracts; sponsoring of ADP

technology; and career development and training of ADP

personnel. NAVDAC consists of a headquarters staff located

in the Washington Navy Yard and field activities situated

throughout the country in areas of high concentration of

Naval activities. Figure 1.1 displays a diagram of the

NAVDAC organization. These field activities are called

NARDACs and Navy Data Automation Facilities (NAVDAFs).

Each NARDAC estaklished under the NAVDAC was formed from

existing facilities and operations in a particular geograph-

ical area. The seven NARDACs are located in Washington,

D. C., Norfolk, Virginia, Jacksonville and Pensacola,

Florida, San Francisco and San Diego, California and New

Orleans, Louisiana. Each activity is designed to provide a

full range of data processing services to their assigned

geographic area. A standard NARDAC organization is depicted

in Figure 1.2. Each center, however, may have specialized

units to meet special requirements. The goal was to provide

the Navy with "centers of excellence" that would provide -

data processing services, programming support, technical

expertise, trouble shooting, telecom.aunicatons networking,

distributed processing, and other ADP related services.

[Ref. 3)

The NARDACs becate Navy Industrial Funded (NIF) activi-

ties on 1 October 1983. This requires that NARDACs bill

143
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customers for services provided. The problem Legar on

February 7, 1978, with the delivery of a report by the

General Accounting Cffice (GAO) to the Congress entitled
"Accounting for Autczatic Data Processing Costs Needs

Improvemrnts" ERef. 4]. After studying the cost accounting

practices cf twenty six federal organizatons, the GAO

concluded that all were using inadequate accounting methods.

The repcrt stated that without accurate costs, computer

center managers may choose uneconomical alternatives when

replacing or adding to computer facilities. They may also

fail to charge users of computer facilities equitable

amounts for services rendered. Further, functional managers

cannot make the best decisions when they are not aware of

the total cost of implementing and operating their applica-

tions systems. GAC stated that cost records should be

structured so that costs for both data processing and the

agencies' programs can be identified. The report concluded

that the mission funded concept was not adequate for the

cost acccunting necessary for computer operations

The strongest point made in the GAO report was that the

cost of computer services as reported by federal agencies

often excluded major items of costs, such as military labor

and overbead. Computer services cost had traditionally been

stated in terms of Operations and Maintenance, Navy (C&HN)

costs, since these ccsts were the only costs billable to the

customer under the Resources management System (EIS). The

report indicated that an accounting system was necessary

that would reflect the true cost of providing the computer

services. [Ref. 5]

The GAO issued guidelines for accounting for ALP costs

which state that "all significant elements of cost directly

related to acquiring computers and associated assets and to

performing data processing functions should be collected and

accounted for in ways useful for management, budgeting, and

17



external reporting. Organizational boundaries and difter-

ences in financing methods should not prevent reasonatle

compilation of all AEP-related expenses in cost accounts."

The categories cf cost required for full cost accounting

are: [Ref. 6]

1. Personnel. Salaries and fringe benefits for
civilian and military personnel who perform and
manage ADP functions: ADP-related custodial
services, security, building maintenance, and
contract management.

2. Euipment. Nonrecurring expenditures lfor acquisi-
tion ad;ecurrinq costs fot rental, leasing, and
depreciation of c mputers and associated on-line and
oft-line ADP eguipment.

3. Comtt~r. Softwar2. Non;ecurring expenditures for
a usition, ann conversion and rec ring expenses
for rental, leasing, and aepreciation of all types
cf software--orerating, multipurpose, and applica-
tion.

4. Space Occupancy. Funded and unfunded costs for :
(a) rental lease, and depreciation of buildings and
e.eral oflice furniture; 1b) buildings maintenance;
c).regular telephone service and utilities; and (d)
custodial services and security.

5. Supp1es. Expendit ares for nqnca pit~l office
su pies and general-jurpose and special-purpcse
data processing materials.

6. Intra-agency Services and.Overhead. The costs of
*normal agency support services and overhead, either

billed or allccated, and the costs of central
management, policy, and procurement services.

7. Contracted Services. Any of the above services if
procured contractually.

In zesponse to hcth the GAO report and a congressional

study ccnducted by the House Appropriations Committee's

(HAC) Survey and Investigation Staff, the Navy recommended

the addition of the NARDACs to the Navy Industrial Fund as

part of Fiscal Year 1984 Navy input to the President's

Budget.

18
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A. BICKGROD0D

[he Navy Industrial Fund (NIF) was established as a

means of helping certain Navy activities to function mre

efficiently and in a business-like manner. The reasoning

behind the establishment of the Industrial Fund was that

commercial/industrial type of activities that are qualified

to o]perate under NIF could be freed from many of the worries

arising from the total dependence on the cycle of annual

appropriations (authorizations from Congress to set aside

certain funds for specific purposes for limited time

periods). For this reason, the Navy Industrial Fund

Appropriaticn was established by Congress. The NIF

Appropriation has indefinite life from which qualified

commercial/industrial activities can be given wcrking

capital gcash) to operate on a revolving fund basis similar p

to private enterprise. (Ref. 7]

The term "revolving fund" means that working capital
(called NIF corpus) is used to finance operations from
the time that specific work is begun to the time that
payment is received from the customer. [Ref. 8]

All commercial/industrial enterprises need working

capital. The difference between private industry and

government is, of course, the profit motive. With NIF, the

financial goal is to break even. This means the NIF

activity shculd charge the customer the same prices as it

costs the .IF activity to do the work. The NIF fund

"revolves" in that payment received from the customers

replenishes the working capital fund which is continually

used to finance operations. The attempt to break even

19
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requires rigorous ccntrol of costs, and projection of

billing rates, because if NIP has cost overruns, it incurs

losses (not just making a little less profit as is the case

of private industry). [Ref. 9)

The Navy operates 5 1 activities under the Navy

Industrial Fund. Figure 2. 1 is a listing of the various NIF

Activity Groups, and relative volume of customer orders as

NIF ACTIVITY GROUP STRUCTURE

FY 1984
Number of Budget

Activity G Activities $Millicns

Navy Research Lab 1 $ 324
ilitar¥ Sealift Command 1 2,334

Shfpyar s 8 3,557
O dnance Facilities 10 1,328
Air Rework Facilities 6 1,536
Air Labs 3 647
Air Engineering Center 1 142
Aviation Center 1 155
Public Works Centers 8 967
Construction Engineering Lab 1 41
Publications an Printing Service 1 187
Missile Facilities 2 64
Navy Research Labs 7 2,039
Regional Data Automation Centers 1 157

lotals 5r 5T77T

Figure 2.1 NIP Activity Group Structure.

hudgeted for Fiscal Year (FY) 1984. The Navy Regional Data

Automation Centers (NARDACs) are operating as a single

member activity group under the NIF for the first time,

beginning FY 1984, in keeping with the Congressional intent

ot the F7 1982 DCD Appropriation Act. [Ref. 10]

The activity groups are organizationally controlled by

and responsible to Activity Group commanders such as Naval

Sea Systems Command (NAVSEA) for all shipyards and Naval

Data Automation Command (NAVDAC) for all NARDACS. Overall

20
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NIF mamagement is the responsibility of the Comptroller of

the Navy (NAVCOMPT) who must not over obligate the corrus as

a whole,
The specific directive under which Industrial Funds have

been ixplemented within the Department of Defense is DOD

Directive 7410.4.

The Navy Indgstrial Fund is a one-time appropriation of
working capital proviled by Congress from which the
Compt;cller of the Navy allocates required amounts to
activities approved Ror operations under the Navy
Industrial Fun. [Ref. 11]

This appropriation was established in 1949. The corre-

sponding NIF Accounting System, rather than the appropria-

tion itself, is usually referred to as "NIF". The

Q.2119LU MURAC , 1 S 3, Qhater 8, entitled "Navy

Industrial Fund" is the Navy implementation of DOD directive
7410.4.

The inception of the Navy Industrial Fund with applica-
tion of modern business methods was widely heralded by the

public as an effort cn the part of the military to end inef-

ficiency and waste, to create cost consciousness at all

levels, and to reflect tangible savings as the result of

sound financial management.

The Comptroller cf the Navy, in reporting on the effect
of industrial funding, stated:

*'Tt should be re-emphasized that the installation of NIF
financing and its related "custom-built' budgeting,
accounting, _and reporting system at an industrial-type
or commercial- type field activity, of itself does not
assure an effit:ient and economical operation. Many
potent management tools are inherent in these NI;
systeas, however, especially in the cost control and
finaicial ontrol areas; and the roper use of these
tools should materially assist in tne effective manage-
ment of industrial-commercial type activities."
[Ref. 12]

21
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An important aspect of the NIF System is the concer-t oi

a revolving fund and its inherent flexibility. The fund is

used as operationally required to finance work for customers

on d self-sustaining basis. The Industrial Fund Activity

takes orders for work from Navy customers, performs the work

with dollars from the fund, bills the customers for the

work, and receives reimbursement from the customers. The

fund is reimbursed fcr supplies and materials used, services

rendered, or labor performed by charges to applicable

customer appropriations or payments received in cash.

Consequently, the NIP provides the following advantages:

1. A modern business-t ype budgeting and accounting
system permitting "tall or-made adaptations.

2. A lasic accounting system that has been stable for
years and prgmlses to continue relatively unchanged

L (especially imicrtant in this age of automation).
3. Authority, though limited, to start emergency woik

on a sponsor s order prior to receipt of funds
(Commanding Officer's orders).

4. A means of financing and carrying inventories of
non-standard material.

5. The convenience of using working capital for
initially charging all costs.

6. A method for developing total costs of each task or
prcject, including overhead.

7. A means for producing mana ement c~st data by job
orders, cost genters, or otger organizational break-
downs.

8. Assistance for management to better control money,
manpower, material, and facility resources.

Figure 2.2 is a list of all NIF activity groups and

activity group managers.
Basic to the functioning of NIF activities is the divi-

sion of effort into functional units called cost centers.

Under the cost center concept, any level of the orgainza-

tional structure might be a cost center. It could be an

entire department or a subdivision of one.

L
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EMU 2ANIAGER

R 6 D Centers Chief of Naval Material
Shipyards Naval Sea Systems Command I
Ordnance Activities Naval Sea Systems Ccmmand
Air Rework Facilities Naval Air Systems Ccmmand I
Test and Eval. Activities Chief of Baval Material I
Public Work Centers Naval Fac. Eng. Command
Civil Engineering Lab Naval Fac. Eng. Ccmmand .
Navy Printing & Pubs. Navy S4pply Systems Command -
Strate ic We pons Fac. Strategi Sys. Prog. Command
NARDAC9 Naval Data Automation Command

Figure 2.2 Activity Group Managers.

All crders are accepted on the basis oi a fixed price or

on a cost reimbursable basis. In either case, the estirated

costs are based upon the published stabilized rates

pertaining to the product or service ordered. These stati-

lized rates are based upon budgeted costs. Customers are

billed at the stabilized rate regardless of the actual cost.

Non federal government customers are exempt from the rate

stabilization program and are charged actual costs incurred.

fixed price orders are negotiated and billed on the basis of

stabilized rates. When actual costs are less than the

illed price, the activity makes a profit. A lcss occurs

when actual costs are more than the billed price.

NIF activities submit their budget (A-11 Budget)

directly to NAVCOCMPT into the Navy Industrial Funs Reporting

Systsem (NIFRS). NAVCOIPT operates the NIFRS and maintains

a budget data base for use by the NIF Activity Group

Managers and for Department of the Navy (DON) NIP budgets

and reports. The NIERS also captures individual NIF activ-

ityl monthly reports, summarizes the data by NIF Activity

Group and prepares the monthly reports for DON. It allows

evaluation of NIF activities performance in comparison to

the budget.
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B. RATE STABILIZATICH

Prior to the irplementation of the rate stabilization

program, most NIF activities developed and revised the rates

charged to customers on a quarterly basis. The rates were

devised to return to customers any profits previously made

by the NIF activity cr to recover any losses with the objec-

tive of achieving a zero accumulated operating results

account balance at the end of the following quarter. Under

the rate stabilization concept, however, rates to be charged

for services by NIP activities are based upon the

President's Budget. Thus, for example, during the summer

and fall of 1982, NIP activities, Activity Group Commanders,

NAVCOMPT, DOD and OMB reviewed and submitted budgets for FY
1984 which assumed a rate equal to that budgeted for FY 1984

which assumed a rate equal to that budgeted for FY 1984.

Moreover, these rates reflected actual/projected performance

through FY 1982 and PY 1983 and were intended to achieve a
zero accumulated operating results balance for the fiscal
year ending in 1984.

A principal objective of stabilized rates was to shelter

DOD customers from inflation induced variances in cost

increases in excess of those budgeted. This was to allow

better financial planning by the DOD and the Navy.

Industrial fund rate increases during the years prior to

rate stabilization scuetimes made it necessary for customers

to reduce their programs in order to remain within their

appropriated fund availability. These reductions, in turn,

created further imbalances within the NIF activities which

ultimately were also passed on to customers.
NAVCCMET Note 7111 of 10 June 1975 announced to Navy

activities the DOD requirements for the establishment of

stabilized rates, and target dates for implementation were

set. Stabilized rates have been in effect for all NIF

activities since the start of FY 1977.
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NAVCOMPI Instruction 7600.23B provided amplifying

guidance as follows:

"In developing and establishing rates, each activity S
will adhere to the principle of aligning rates to
recover olerating costs, activities should devise a
sufficient number of rates to ensure that the rate
system is a reasonable model of the actual cost of
perfcraing the various categories of work or services
covered by the rates. Stabilized rates submitted by the
activities will be reviewed and adjusted by the Activity
Group manager, to provide the necessary chan es to
offset. the total gr~or tear gains or losses ?her eby
achieving zero proft nd loss in the Accumulatea
Operating Results Account of the Activity Group. Gains
and los ses will normally be fully offset during the year
following their cccurence and will be reflected
uniformly in the rates of the Activity Group. Changed
conditicns resulting from the Office of the Secretary of
Defense review of the Activity Group manager's A-11
Budget, and changes in the customer programs occuring
during the budget review cacle will result in stabilized
rates being again zeviewe and additional changes made
where appropriate." [Ref. 13J

Rates established for NIP activities are expected to

remain in effect for the entire fiscal year. Shipyard

rates, however, are normally in effect for the entire period

that a ship is in the yard regardless of the number of

fiscal years involved. Rates for work unrelated to the ship

will change with the fiscal year. Rate changes during the

fiscal year are expected to be rare, and may be made only

upon approval of the Assistant Secretary of Defense

(Comptrcller). In a major sense, rate stabilization did

help the Navy tc core with the radical swing in inflation,

utilities, and fuel prices during Fiscal Year 1978 through

Fiscal Year 1981. I
A significant problem associated with stabilization is

the failure of the process to make known the stabilized

rates to the customers early enough to be useful in budget

preparation at the local level. The process of attempting

to balance the custoxer budget requests with the NIF funding

in the Eresident's Budget is done by NAVCOMPT, a level

considerably higher than local customer budgeting, causing

imbalances that are not discovered until a year later.
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Any variance between stabilized-rate billing and actual

costs become profits or losses of the NIF activity and are

absorbed by the corpus. By the time a profit or loss is

realized, however, the next year's rates are already estab-

lished. These profits or losses are not offset, therefore,

until the next rates are set. The NIF activity, conse-

quently, essentially operates on a three-year cycle.

The essence of rate stabilization is that rates are set

annually for the entire fiscal year. The combination of

rate statilization and NIF budgeting results in rates being

set one to two years in advance of actual use in billing.

The rates charged represent modifications by the NIF

Activity Group commander, NAVCOMPT and the Office of the

Secretary of Defense (OSD) to those proposed by the NIF

activity. As a consequence, individual NIF activity

commanders do not directly determine rates or change stabi-

lized rates when a flaw is found. Stabilization has

resulted in a rather substantial loss of autonomy by NIF

activities because they are no longer in control of the

inflow of resources to their command and can not control the

profit or loss for a particular period. The cash balance is

also beyond their ccntrol. In spite of this lack of

control, the performance of NIF activity commanders has been

evaluated with the financial position of the individual

activity as a factor. It seems obvious that the control

system was weakened by rate stabilization and the loss of

autonomy by NIF activities.
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III. !II kCCOON.1Xj!!g - -

1. NAVY ACCOUINTING hl THE BEADQUARTERS LEVEL

!-I

Accounting in the Federal Government provides financial

information for use by the management of a particular agency

and for use by the Department of Treasury, Office of

Management and Budget (OMB) , and the Congress. Such infor-

mation is used for these various reasons:

1. Facilitate efficient management.

2. Support budget reguests.

3. Shcw the extent of compliance with legal provisions.
4. Report (in financial terms) to other agencies, tc

the Ccngress and to the public, the status and
results of the agencies activities.

The forerunner to today's budget and accounting system

was the Budget and Accoanting Act of 1921. This act

provided fcr a budget system under the Department of

Treasury. (This function was later transferred to the

Executive Office of the President.) The act also estab-

lished the General Accounting Office (GAO) headed by the

Comptroller General of the United States. The Comptrcller

General was given the responsibility for develL ping govern-

ment accounting systems and was also given authority to make

expenditure analyses; maintain ledger accounts, investigate

the receipt, disbursement, and application of public funds,

examine hooks, documents, papers, and records of financial

transactions; perform audits, etc. Since 1921, there has

been a continuing attempt made, through legislation and

executive orders, to establish effective fiscal control over

all governmental activities. The respective headquarters
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components maintain control of funds allocated to them

(Ref. 141].

B. WORKING CAPITAL FUNDS

In 1949, when Congress amended the National Security Act

of 1947 establishing the Department of Defense (DOD), origi-

nally named the National Military Establishment, the need to

promote "efficiency and economy" through use of uniform

budgeting and fiscal procedures was recognized. Among the

features of the Naticnal Security Act was authorization (10

U. S. C. 2208) for the Secretary of Defense to establish

working capital funds for the purpose of financing supply

inventories and the capitalization of industrial type activ-

ities. Thus what we know today as "industrial funds"

resulted from the National Security Act of 1947.

A fund has been defined as a "separate enterprise,

having assets, liabilities, net worth, income and expendi-

tures of its own." In government practice, a fund is not

tied tc profit making, hence, the emphasis is not on zaxi-

mizing income. The fund is used to isolate a particular

area and allow management to focus on it as an entity.
The goal of a DOD working capital fund is to recover all

costs exactly--work to a zero profit CRef. 15]. A working

capital fund is not ccntrolled by an annual appropriation.

C. RESOURCE MANAGEMENT SYSTEMS (RMS) ACCOUNTING

1. f of RMS

The Resource Management System (EMS) was introduced

to the Navy through a Priority Management Effort (Project

PRIME) in Fiscal Year 1968. One basic change was to require

the costing of military personnel. Another major change was

the separation of procurement costs from operating ccsts.
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The separation of expense and investment costs ailcw a

differentiation between those costs influenced by maragement

and thcse over which there is little control.

In operating RMS all activities are charged for

operating resources consumed by them at the time of consump-

tion. An expense is recognized when and where materials,

supplies, services or labor are used to accomplish a

mission. To distinguish between the time of purchase of

resources and the time of consumption, working capital is

used just as inventory accounts are used in commercial prac-

tice. RMS changed traditional accounting systems to improve

and integrate accounting and reporting with programming and

budgeting.

2. BSS lA untlag

resource Management Systems (RMS) accounting

includes all procedures for collecting and processing recur-

ring quantitative infcrmation that (1) relates to resources,

and (2) is for the use of management. Resources are pecple,

materials, services and money. There are four principal

systems:

1. Prcgramaing and budgeting

2. Management of resources for operations

3. Management of inventory and similar assets

4. Manageent of acquisition, use and dispositior of
caplia assets

The Department of the Navy has promulgated a series

of publications for implementation of the Rescurce

Management Systems for operations within the avy. A hand-

book of instructions and procedures applicable at the field

activity level and at the departmental level and another one

for the operating forces have been developed [Ref. 16].
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These handtoos set forth the resource management concepts

as they apply to operation and maintenance.

3
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IV. IM. MANGA.U_2 CQ9!2L ..USTE_

A. IITECDUCTION

The information services (IS) management control system

is a critical network which integrates the information

systems activities with the rest of the organizaticn's oper-

ations. Information services include a central hub of oper-

ations linked by telecommunications to remote devices that

may or aay not have their own extensive data files and

processing power. IS integrates the separate technologies

of computers and telecom munica tion s. While individual

projects often last more than a year, and planning takes a

multiyear view, the information servic-es management control

system focuses on guidance primarily on a year-to-year
basis. The broad objectives an effective information

services management control system must meet include the

following: [Ref. 17]

1. Facilitate appropriate communication between the
use T and deliverer of IS services and provide moti-
vational incentives for them to work together on a
day-tc-day, ucnth-to-month basis. Th management
control system must encourage users and IS to act in
the best interests of the organization as a whole.
It must motivate users to use IS resources agpropri-
ately and help them balance investments in t is area
agaifst those in other areas.

2. incourag e the effective utilization of the IS
de~artment's resources and ensure that users are
educated on the poteptial of existing and evolving
technology. In so doing, it must guide the transfer
of technology consistent with strategic needs.

3. I must e provide th mvans for efficient manageuLnt
o IStr e ources~an give necessary intormation fr
investment decisions. This requires development of
both standards of performance measures and the aeans
to evaluate perforaance against those measures to
ensure produc ivity is being achieved. It should
help facilitate male-or-buy Jecisions.
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Four specific inputs appear to be critical to the struc-

turing of an appropriate information services mar.agement

control system fcr an organization. These are: [Ref. 18]

1. The control system must be ada ted to a very
different software and operations technology in the
1980s than was present in the 1970s. An important
pa;t of this adaptation is development of appro-
priate sensitivity to the mix of phases of IS tech-
nolo ges in the com an. The more mature
tech ologies Dust be m najed and controlled in a
tighter, more efficient way than ones in an early
start-u4 phase which need protective treatment
appropriate to a research development activity.

2. Specific aspects of the corporate environment influ-
ence the approp;iate IS Management Control System.
Key issues here include IS sophistication of users,
geographic dispersion of the organization stability
of the management team, the fira's overall size an
structure, nature of relationship betweeL line and
staff departments, etc. These i ems influence what
is workaDle.

3. The qen eral architecture of the organizaticn's
ovrall .corporate management control system and the
philosophy un erlying it.

4. The perceived strate ic significance of IS both n
re atio t te thrus of i s applications portfohic
and the role played by currently automated systems. -*

The next subsection discusses alternate methods of defining

the control structure.

B. ALTEERITE CONTROL APPROACEES

The establishment of an information services activity as

an gjRJjajedj Solt center--a free resource to users--is

advantageous where the resource being used is small.
Accounting for such a cost center requires very low expendi-

tures, and the contxcversey causel by a system of charging

is avoided. On the other hand, significant problems usually

exist when the users perceive the resource as free and

attempt to make irresponsible uses of it. The unallocated

cost center also insulates the computer installation from
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external measures of performance and makes possible the

hiding of operational inefficiencies. Although many organi-

zations start with an unallocated cost center approach, they

often evolve to some other form such as the approach of

using memos to inform users of what their charges would have

been it a chargeback system were being used. Unfortunately,

however, a memo about a charge does not have the bite of the

actual assignment of the charge. [Ref. 19]

The approach of establishing the information services

activity as an alcgAted cost center has the immediate

virtue of helping to make user reguests more realistic.

lhile it opens up a debate as to what cost is, it avoids the

controversey about whether an internal service department

should be perceived as a profit-making entity. Inevitably,

however, the allocated cost center introduces a series of

complexities and frictions since such a system necessarily

has arbitrary elements in it. Full cost charges of a

central computer installation can inappropriately stimulate

the desires of the users to purchase mini/microcomputers.

Allocations could be less than full cost, depending on the

organizaticn's overall management control philosophy.

[Ref. 20]

The chargeback process has led to a number of unsatis-

factory consequences from the users' perspective in the

majority of companies:

1. Charges are unintelligible and unpredictable.

2. Charges are highly unstable.

3. Charges t end to be artificially high in relation to
incrimental costs

4. Efficiency variables are directly assigned to ulti-mate users.

5. Administration of the chargeback system is
frequently very expensive.

33



The system is based on passing Al costs of the activity to

customers. The charge for operations costs is based on a

complex formula related to the use of tne computer by the

application. The user can not predict or control these

charges because the "equitable distribution" is dependent

upon what other applications happen to be run during the

month. To be effective, an information systems operations

chargeback system must be simple. A second desirable char-

acteristic is that the chargeback system should be ie geivej

as being fair and reasonable. A third desirable character-

istic of a chargeback system is that it should separate

information systems efficiency-related issues from user

utilization of the system. Information Systems should be

held responsible for its inefficiencies. Clearly, closing

at month- or year-end any over- or under-absorbed cost vari-

ances to the user usually accomplishes nio useful purpose.

[Ref. 21]

The issues involved in charging for information systems

maintenance and systems development are fundamentally

different from those of operations. A professional contract

should be prepared for such expenditures as though it were a

relationship with an cutside software company.

The establishment of the informaton services activity as

a prfi center is a third method of management control.

Th is approach puts pressures on the information systems

function to hold costs down by stressing efficiency and to

market itself aggressively inside the organization.

Establishing information systems as a profit center,
however, has probless. Because of geography, shared data

files, and privacy and security reasons, many users can not

go outside. In the short run, the profit center approach

leads tc higher user costs because a "profit" figure is

added to the user costs. A deceptively intriguing approach

oa the surface. underneath it has many pitfalls. (Ref. 22]
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The janvstlent center approach is similar to the Erofit

center approach. The critical difference is that the infor-

mation systems function is made fully responsible for the

assets employed and is forced to make appropriate trade-offs

of investment versus additional profits. This produces

strong motivations to delay capacity expansion and risk

serious erosion in service provided. Another problem is

that cf focusing only on hardware as an asset and not

considering the software. A stand alone investment center

can be perceived as being fully organizationally neutral.

when set up as a profit, or investment center, the transfer

price becomes a critical issue. The strengths and weak-

nesses of transfer pricing for the information systems func-

tion are very similar to those found in transfer pricing in

general. With cost-based pricing, the profit center and
cost center are similar since profits can only Le earned on

internal sales by generating positive efficiency variances.

C. THE NAVY'S ADP CHIRGEBACK TEST

Before the creation of NAVDAC, the Data Processing
Service Centers (DPSCs) provided ADP support on a no-charge

basis. To realize "the performance and economic benefits

attainable" from a NAEDAC, an ADP chargeback test was insti-

tuted, in April 1978, at NARDAC San Diego. During the

initial Fhase, statistics were gathered on usage of the

NARDAC's resources by its customers. At the beginning of

the seccnd phase, the custcmers were given funds based on

the utilizatian statistics gathered during the first phase.

These funds were to le used to reimburse the NARDAC for ADP

support.

Permission to deviate from the Resources Management
System was granted by the Comptroller of the Navy so that

indirect costs could be passed on to customers excluding the
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overhead items of administration, electricity, and mainte-

nance of real property. The test algorithm allowed the

NARDAC to charge premiums or grant discounts based on the

customer's job priority and shift during which the job was

run. These premiums and discounts were based on a matrix of

percentages of full ccst incorporating both requested turn-

around time and the requested shizt. Such flexible pricing

allowed the customer to weigh the importance of his job

against the amount of money he was willing to pay. Because

of a legal opinion of the Head, Budget Policy Branch,

NAVCOMPT, all percentages in the matrix were to be set to

100. Ihe resulting single charge nullified the most impor-

tant feature of the test. The opinion was that NAVCOMPT

would support a chargeback system which allocated all actual

costs directly associated with the operation of the computer

facility. The overhead items previously mentioned were to

be excluded. The charge was to be based upon the cost of

providing the service, not upon the economic value of the

services. Neither variable prices nor shift differentials

were allowable.

D. MANAGEBEUT COBTBCL AND BUDGETING

The foundation of the information services management

control process is the budgeting system. Its first okjec-

tive is to provide a mechanism for appropriately allocating

scarce financial resources. The budgeting process ensures
fine-tuning in relation to staffing, hardware, and resource

levels takes place. A second important objective of

budgeting is to set the specific goals and possible short-

term achievements of the information systems activity.

Finally, the budget extablishes a framework around which an

early warning system for negative deviations can be built.

Without a budget, deviations in a deteriorating ccst

IL
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situation may not be detected in time for corrective acticn.

Effective monitoring of financial performance, however,

requires a variety of tools, most of which are ccrmcn to

other settings. These normally include a series of reports

which highlight actual performance versus plan with vari-

ances. Nonfinancial controls are also important in assuring

management that day-Tto-day operations are on target. These

include user surveys, reports which monitor staff turnover 0

trends, and reports on development projects. The type of

data needed varies widely from organization to organization.
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V. NATUM .. 1. ROL OF OkPJ4~j~j!L AUDITING

A. INTRCDUCTION

Auditing today differs considerably from what it was

centuries ago. In fact, it is also different from what was

practiced in the early twentieth century. Whereas the

purpose cf accounts examination used to be to detect fraud

and certify the accuracy of records, the primary purpose now

is to express opinions on the fairness of presentaticn of

the financial statesents. The purpose of auditing the

performance of management used to be to ensure compliance

with laws, policies, and regulations. The primary purpcse
now, however is to improve managerial performance and to

determine whether an organization, activity or program has

been managed economically, efficiently, or effectively.

glerational auditing is the term used in this thesis in
reference to auditing involving work other than financial

statement examinaticns to evaluate the efficiency and

economy of a given operation. Such an audit is often called

a management audit ir the auditing literature.
Because there is a lack of standard terminology

concerning the types of audits, the principal forms of

government auditing are described below. [Ref. 23].

1. Financial and comrliance--determines (z) whether the
TESIMUI -t- t -- f an audited entity present
fairly the finarcia position and results of finan-
cial operations in accordance with generally
accepted accounting principles and (b) whether the
entity has complied with laws and regulations that
may have a material effect upon the financial state-
ments.

2. iconomv aad efficienci--detqraines (a) whether the
1etai anUlf Za1 utilizing it-s resources (such

as personnel, property, space economically ana
efficiently, (b. the causes of inefficiencies or
uneconomic a practices, and (c) whether the entity
has ccmplied with laws and.regulations concerning
matters of economy and efficiency.
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3. Prcqram results--determines (a) whether the desired
rieuIPUN or . efits established by the leaislature
or other authorizing body are being achievea and (b)
whether the agency has considered alternatives that
might yield desired results at a lower cost.

A

An audit may be either one of these types or a combina-

tion of any of them. A comprehensive audit includes all of
them. 7he operational audit is a subset of an expanded

scope or comprehensive audit whenever such broad audit work 0

is reguired. This subset is also refered to as an econcmy

and efficiency audit.

Operational auditing is planning ior, obtaining, and

evaluatinS sufficient relevant evidence, by an independent

auditor, to determine whether an entity's management cr

employees have carried out appropriate laws, regulations,

policies, procedures, or other management standards for

properly using its resources in an efficient and economical
manner. From the evidence on the audit objective, the

auditor comes to a conclusion and reports to a third party,

with sufficient evidence in the report to convince the third

party that the conclusion is accurate, and with a reccmmen-

dation fcr the possible correction of any deficiencies.

accountability and attest are words often found in

auditing literature and sometimes are used to mean the same
thing. They are related, but they are not the same.

Persons in organizaticns are accountable and report tc some

outside or higher level of authority. When reliability and
acceptability are required of the accountable party, an

independent person attests to the information through an

audit. The one whc receives the audit report may be a

higher-level manager within the same organization, the board

of directors, the stockholders, the Congress, the
public--any individual or group to whom the management or

employees of an organization are accountable.
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Operational auditing includes all internal operations of

an organization accountable to some higher level. It

includes operations for accounting, purchasing, personnel,

research or any other activity conducted by the organiza-

tion. Operational auditing attempts to determine for the

accountable entity the best use of manpower, material,

machinery, and information.

Auditors of management activities in government must

follow the 1981 revision of Standards for Audit of

G oxZEn;etai Organizations, Pyoi.aas, A-ctivites, and

Functions by the Comptroller General of the United Staes.

These Standards, known as the "yellow book", have been
developed in cooperation with other federal, state, and

local auditing orgarizaticns, as well as the American

Institute of Certified Public Accountants. These standards

include a detail discussion of the following items:

1. Scope of Audit Work

2. General Standards
3. Examination and Evaluation (Field Work) and

Reiorting Standards for Financial and ComplianceAuaits

4. Examination and Evaluation Standards for Economy and
Efficiency Audits and Program Results Audits

5. Re g9rting Standards for Economy and Efficiency
Au its and Program Results Audits

Conclusions depend ulon the evidence obtained on the audit

objective and are based on three common elements:

1. An appropriate standard

2. The actions of individuals or organizations that
either id or did not follow the standard

3. The results brcught about by .the actions of organi-
zations or individuals following, or not follcwing,
the standard.
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Although operational auditing is not a new techniue, it

is a subject of increasing interest. The operational audit

extends traditional audit approaches and techniques to

examine policy, procedure and practice in industrial and

governmental operaticns. The organizational structure and

administrative controls are examined with the purpose of

determining where policies and operating controls vary from

those essential to tke success of the industry or agency.

more specifically, the operational auditor looks for:

[Ref. 24]

1. The existence of those general policies which deter-
mine the organization requirements--the functions
and activities essential to the conduct of the busi-
ness cr government agency.

2. Indications that people have been designated tc
perform each ct these functions and that the scope
of their action and power of decision is both
defined and understood.

3. Predetermined qoals or planned accomplishments for
each control a ea t including standards, estimates,
kudqets, forecasts or other criteria to serve as
yar asticks for comparison and evaluation.

4. An effic ent accounting system accumulates nforua-
ticn following the funCtional organization lines and
affords comparison between actual and planned
results.

5. A me4 ingful system oC m4na ement .ipformation that
rovildes essent a and timely decision-making data
to all three levels of management--top, middle and
supervisory. It should communicate current results
as well as future plans.

6. Contrcl department statistics and financial trends
over a period of time that may indicate a deteriora-
ticn in the effectiveness or controllable activi-
ties.

7. Goco 4oamunlcations thro ghogt the whole. system of
administrative control an evidence that its purpose
is bein achieved. The object is to determine and
transmi? what currently should be done and, in the
light of later developments, reappraise and communi-
cate the planned course of corrective action to be
taken in the future.

Some of the benefits that can be gained from an opera-

tional audit include: [Ref. 25]
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1. An objective Frofessional review of the complete
operations.

2. A substantiated inventory of weaknesses and unfavo-
rable trends with some idea of the impact of these
deficiencies on revenues and costs.

3. An opportunity to eyaluate. present ponditions, set
targets for corrective action,, commit financial and
personnel resources and assign responsibility for
accomplishment.

4. Creation of an atmosphere for improvement and
ccnstructive thinking at all management levels.

Operational auditing serves the needs of managers to be

objectively informed about conditions in the units under

their control. Managers need a means for detecting problems

and opportunities for improvement. Operational auditing is

a specialized management tool with a separate role from

established management information sources. Its purpose is

to create confidence that things are going well or to

discover problems or opportunities for improvements on the
kasis of investigaticr.

A key feature of operational auditing is that it is
based on evidence--not personal opinion unsupported by
factual evidence. Judiement is an essential part of the

final results, but its value comes only after facts have

been gathered and compared with standards.

An operational audit is not designed to evaluate people

nor can it be expected to provide specific solutions to any

particular problem or weakness. On the other hand, opera-

tional auditors should make recommendations, based upon

their experience, fcr corrective action. It must be made

clear, hcwever, that the recommendations are strictly propo-

sals and such comments are to be acted upon or not acted

upon only as management chooses.

The auditor will encounter some situations in which no
definite recommendation may be possible--either because of a
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lack of qualifying experience or the facts may not permit a

specific recommendation. Sometimes the most effective solu-

tions reguire analysis and research into alternative courses

of action.

Table I presents some of the major characterics of

financial and operational auditing.

B. EVOLUTION OF INTUBBAL AUDITING

During its early history, internal auditing was used

primarily tc detect carelessness or other irregularities on

the part of bookkeepers and others charged with the duty of

recording transactions. If internal auditing had not grown

with the change in character of business, it would nct he of

value to management tcday. It was recognized near the end

of the nineteenth century that internal auditing could serve

broader purposes than sere checks of accuracy of accounting

and statistical data. Thus the profession began to develop

in a direction which has led to its now being recognized as

one ot the outstanding branches of management contrcl.

[Ref. 26]

Internal auditing refers to a series of processes and

techniques through which an organization's own employees

ascertain for the management, by means of first-hand,

on-the-job cbservaticn, whether (a) established management
controls are adequate and effectively maintained; (b)

records and repcrts--financial, accounting, and

otherwise--reflect actual operations and results accurately

and promptly; and (c) each division, department or other

unit is carrying out the plans, policies, and procedures for

which it is responsible. [Ref. 27]

The internal auditor's work involves constant surveil-

lance of such functions as policies; accounting and oper-

ating procedures; systems of internal control; care,
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TABLE I
Characteristics of Auditing Types

Financial Auditing Evaluates financial controls
and transactions to express
an opinion on financial
statements as they disclose
or do not disclose a
true and fair view

Requires judgement

Measures against auditing
standards and procedures

A restrospective viewpoint

Employs generally accepted
accounting principles

Audit independence essential
Opinion for outsiders and
management

Performed at least annually

Operational Auditing Evaluates efficiency of use
of resources, reviews inter-
nal management systems and
structure. Deals with all
measu4able aspects of the
organization.

Defines problems and opior-
tunities for improvement

Re,guires judgement

Based on evidence rather
than opinion

Management orientated

Present and future
operations

Employs standards of the
organization or industry
for evaluating
manavement performance

Audit is independent

Does not render opinions

Periodically performed but
with indefinie timing
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protecticn, storage, and destruction of records; care and

storage of the organizations valuables; reliability of ticks

of record and acccunting and statistical reports; and i
compliance with all laws and regulations.

The internal auditor must have facts as the basis of any

report. These facts are obtained by a detail analysis of

the situaticn. After reviewing the facts, the auditor must

appraise them, make judgements on them using his knowledge

of policies and objectives, and make recommendations for

solving any problems found. Since the auditor has no

authority tc implement solutions, he must convince manage-

ment to do so.

There is increasing interest in operational auditing on

the part of internal auditors as well as by accountants in

public practice. The development of internal operational

auditing varies widely between 'organizations because of

company size, size of audit staff, and degree of management

acceptance. There is a need to get the concept o4 opera-

tional auditing across to the operating personnel at all

Levels. This is important because a lack of understanding

or an unwillingness tc give the recommendations fair consid-

eration makes the audit effors worthless. [Ref. 28]

An operational audit provides a service to the executive

management by providing impartial appraisals of the perform-

ances of operating groups to the extent of the auditors

qualifications to render opinions. Efforts to help manage-

ment to do a better job through aiding the understanding of

the econcmic factors in their decisions helps the organiza-

tion as a whole. The objective of the operational audit is

to see that management has at hand all the tools available

to help in deciding which are most profitable alternatives.

This may involve evaluating information flowing in to top

management as well as the way it is handled by staff groups.

Evaluating how objectives are being met must be done along

with how those objectives were set in the first place.
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C. ROLE OP AN OPERAIONAL AUDITOR

The role of the operational auditor is not a simple one.

The ability to cortectly identify operating problems and

explain them to senior management often requires a high

order of skill.

An auditor must get the willing cooperation of the

people teirg audited. They must be convinced that the

audit's purpose is to help them. A way to begin is by

sitting down with the manager or supervisor of the facility

that is to be audited. An explanation of what acticn is

planned and what acccplishment is expected should be made.

The auditor should make an effort to learn what problems the

people being audited might want to have studied. More prob-

lems will he discovered during the audit if leadirg ques-

tions are asked to get people talking about their jobs.

The auditor must take the time necessary to do the job

thoroughly. When tie is limited, the activity should be

divided into smaller operations to allow the auditor to be

thorough with those that are audited. The auditor must be
aware of the dangers cf not understanding an operation well.

Something which, on the surface, seems wrong may be all

right in light of the facts. Conversely, something may be

lasically wrong that initially seems acceptable. When it is

suspected that something is wrong, a recommended practice is

to discuss the finding first with the person most directly

concerned before approaching higher levels of supervisicn.
Another suggustion is to try to recommend a solution to any

problem discussed. After all, if a situation is thcught to
be wrong, there must be some associated idea of what is

right.

It is not ancomacn to finish an operational audit and

still feel that there were other things that should have

teen done. At the beginning of the audit, auditors spend
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the necessary time tc indoctrinate themselves. A lot of

time is spent reviewing specific activities before they are

understood well enough to know if suggestions are to be

made. As an audit is completed, the audit program is

revised to incorporate new steps deemed necessary. These

revisions are essential to ensure that what is accomplished

is what should be accomplished. No matter how advanced or

sophisticated a particular brand of operational auditing may

be, there is rocm for improvement. A failure to plan and

strive zor that improvement is a failure to properly carry

out the duties as auditors.

D. PLANNING AN OPERATIONAL AUDIT

The output of an operational audit is either a report or

a carefully structured briefing. This output must include

all of the essentials about an auditor's findings. An

auditor must think about the report during the planning

stage, plan what will go into the report and do audit work

that will get the necessary information for the report if an

efficient cerational audit is to be done.

Planning is an impcrtant part.of every mapagement under-
taking, and is equally important in operational
auditing. Thinking what needs to be done, setting it
out in a :Ian, and then following that plan to conclu-
sion is te best way to complete a job satisfactorily in
the least possible time. lo audit without a plan can
result in a lot of false starts and wasted effort.
Consequently, auditors should have a well thought-out
plan zcr every assignment. (Ref. 29]

This planning of the report, however, is begun after the

auditor has observed conditions where it appears that costs

can ke reduced or results improved. The observed condition

represents the basic premise around which a finding is

built. Thus, it should be the focal point for the develop-

ment of plans for conducting the audit and collecting the

necessary irformation. (Ref. 30]
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Preliminary survey work is usually needed for effective

operational auditing planning. The extent of such prelimi-

nary work depends on how familiar the auditors are with the

activity or function being reviewed and whether an area for

detailed audit has been identified. During the survey the

following actions occur: ERef. 31)

1. The envisioned finding is identified and clearly
defined.

2. Sources of information are identified for use in
developing the audit program report.

3. Audit techniques for further development of the
envisioned finding are tested.

4. $taffing requirements and the sco e of audit wcrk,
including a~dit sites, are considefed.

Several factors need to be considered when deciding the

scope of the audit. One is whether the projects or trans-

actions being audited are intended to represent a statis-

tical sample so that audit findings can be projected to an
entire program. The scope of work might also be influenced

by available resources in terms of staff and dollars, and by

the time constraints. The objective is to do only what is

necessary to clearly show any possible bad effect and to

develop a convincing case. Consideration should also be

given to making pilot studies before embarking on a detailed

audit. The pilot study at one or more locations would

provide additional knowledge of operating procedures and

test the proposed audit techniques.

There are no step-by-step procedures for doing an opera-

tional audit. There are, however, certain things that need

to be done. while the approach is not as uniform as in a

financial audit, it should at least be systematic. The

planning should culminate in an audit program. Each prcgram

must be tailored to fit each audit, yet certain elements

should be always present. The program should briefly
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summarize the areas tc be audited and make a general state-

ment as to how the required information will be obtained.

It should also state the expected completion date.

Because development of a finding is freguently ar. evolu-

tionary prccess, audit programs should be periodically

updated as work progresses. If conditions or findings are
not as anticipated, the plan must be revised or the audit

discontinued. Any changes to audit scope should be make a

part of the program. Economy and efficiency audits are the

cnes where plans are most likely to change as the audit

progresses, so the planning of such audits must be flexible.

For economy and efficiency audits, the goal of the orga-

nizaticn to be examined is whether certain functions can be

performed at less cost without degrading the end result of

the work. For example, suppose that an auditor is given the

assignment of reviewing the maintenance function of an

airline to see if the cost can be reduced without in any way

jeopardizing safety or degrading passenger service. A

further supposition is that the airline has a huge warehouse

full of aircraft tires. Inquiry shows that there are enough

tires on hand to last the airline for five years at the
current rate of consumption. Now the auditors work must be
planned. A finding that the airline is overstocking tires
and should reduce its inventory will probably be visualized.

The audit plan should be similar to the follcwing

illustration: (Ref. 32]

1. Authority BeView delegations of authority to the
zaintepance department to see what
authority they have to buy tires, and
whether they have exceeded their
authority.

2. Goal Determine what the goal of the mainte-
nance unit is with regard to mainte-
nance of tires. (It probably is to
provide the tires needed to keeF
ircraft s pplied with new tires wnen-

ever needeu without investing any more
mcney than necessary in tire inven-
tory).
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3. Condition This is what the auditor observed in
the survey. The airline appears to
haye far more tires than it needs--tut
this must be checked out. The auditor
needs to make inquiries to find out
how the airline acquired these tires
and whv. A decision will then have to
be mad4 regard.ing whether there was a
reasonable basis for doing so.

4. Effect The auditor will want to ompute bow
such can be saved by reducing the
stock of tires to a reasonable level.
This wi ,l probably include obtaining
some criterion for determining what a
reasonable level is. There miht be a
plan to see what other airlines use as
a basis for stocking tires to get a
criterion. As an alternative, a check
cculd be made to see how long it takes
tc reorder tires and base the stocking
level criteria on what quantity is
needed to provide stock between
reasonable reorder periods. for
instance, it might be concluded that a
three-months supply of tires plus a
reasonable safety level is all hat is
needed to meet the maintenance depart-
sent's goals and it might therefore be
suggested that quantity of stock is
the criterion for the inventory level.

5. Procedures The auditor will want to find out what
procedures have been extab lished to
ccntrol the quantity of tires
purchased. Sucl proce ares should be
iesigned to achieve the goal that the
maintenance department has--presumatly
the procedures should require some
method of determinino that stocks on
hand do not exceed t e minimum neces-
sary to keep operating aircraft
supplied with new tires as needed.

6. Cause The auditors work shoul loo intc
what happened that resulted in the
undesirable condition. . .. 85% of
the time, it will be found that sound
rocedures exist but they are not
ollowed, In some cases procedures
are improperly canceive& 'and, if
fcllowed, will not pRoduce thq results
intended by the gols established for
the organization.

while the above cutlines the planning of such an audit,

the work would not be done in that order. Item 3 would be

performed first. Next, the steps needed to get information

for items 1 and 2 would be performed. This is practical

since tkis work takes relatively little time and the
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information obtained from these steps can often explain away

the condition found and indicate that everything is all

right. Next, the auditor must find out what the procedures

are for controlling tire inventories and determine whether

there is significant effect. This is usually the time-

consuming part of the work but, if there is not a signifi-

cant effect, there is not much use going any further. Item

6 (cause of the problem) would follow if the effect is

determined to be significant.

As zentioned previously, auditors will freguently

discover in pursuing an envisioned finding that the ccndi-
tion is not what was initially observed. When this happens,

the audit program will generally need to be revised. To

illustrate, suppose that the auditor learned that the

company had recently acquired another airline and had also

been authorized to add several more flights. Further

suppose that in checking the requirements that many of the

tires had been purchased (1) to cover the related expected
increase in tire use, and (2) to provide an initial inven-

tory for a new plane that was being put into service. Given

these new requirements the tire supply may be justified. If

this is the case, further audit work on this would not be
warranted.

If the auditors were very inquisitive and began

wondering why all new tires were used and none were

recapped, and they krew that recapping is common practice in

the airline industry, they might visualize that the airline

could save considerable money by recapping tires if it could

be done without jeopardizing safety. This new picture of

the finding requires a revision of the audit plan. The
revised plan should he something like the following example.

[Ref. 331

1. Authority Beview the delegations of authority tc
see what responsibility the
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saintenanc.f dep@artment has .been given
cr recapping tires arid whether condi-

tions may ave been spelled out forrecapping.

2. Goal Determine what goal if any , the main-
tenance unit has. if it is necessary,
obtain evidence to establish anasserte d oal. On the basis of infor-
zation obtained from other airlines,
the asserted goal might be to "use
recapped tires as often as the casingspermi . 1 -

3. Condition It appears the airline Qould use
recappEd tires, but the auditors will
need to assure that it can be done
safely. This will reguire contacting
cther airline companies to et infor-
mation on their experience, he extent
they use recapped tires, and their
criteria for recapping.

4. Effect The auditors will want to compute how
much money can be saved by using
recapped tires. They will need to
ottain information on the pr ice cf Dew
tires versus the costs associated with
recapping. The auditors will alsc
need to obtain information--from other
airlines--to determine the average
rumber of times a tire can De
recapped.

5. Procedures The auditors will want to find out
what, if any, procedures the mainte-
ance deparment has for recappin2

tires. These procedures s oulz
Erovide criteria for determining how
often and under what conditions tires
can be safely recapped.

6. Cause The auditors' work should be suffi-
ciqntly extensive to determine why
this condition has resulted. In this
case it wculd appear to result from a
lack of procedures for recapping
tires.

The audit steps and information requirements of this

finding differ significantly from the initial audit plan.

This example also illustrates the difficulties auditors

encounter in doing operational audits. Even with the best

planning, false starts often cannot be totally eliminated.

Another planning consideration is the engagement letter.

The auditor often must start his engagement with a propcsal.

After planning and preparing the proposal letter, it becomes
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the engagement letter when signed by the client. The torm

and structure of this letter are critical. The intrcduction

sets the tone for the entire letter. It should be formal

and fcrthright. Specifics included in the opening paragraph

are the date of the visit, the subject of the study and the

names of all supervisory personnel encountered during the

preliminary survey. The statement of the engagements tasic

ob2 G1ci § is probably the most critical section. The

objectives should be stated simply and concisely in terms of

the clients definiticr of the problem or opportunity. The

.Appoach should be a clear and specific statement oi the

work plan. It should omit nonessential details. Unless the

anticipated benefits are stated clearly and confidently the
client might infer that there are doubts in the auditors

mind. Frequently in proposals to government agencies there

is a secticn presenting the Eofassional qualifications of

the auditors. The conclusion should end in a positive vein

[Ref. 34]. This discussion pertains to management services

but will apply equally well to proposals and engagement

letters for operational audits. Public accountants require

an engagement letter for approval to continue the audit

beyond the preliminary survey and testing of management and

internal control. In most government audit agencies, since

the law requires that examinations be made, the approval

that must te obtained for continuing the audit is from a

higher-level authority in the audit agency.
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VI. PHASES OF T. 12DIT Fg.CTIO

A. IITRCDUCTION

To be successful an audit must be conducted within a

sound conceptual framework with flexible procedures. Such

an audit requires analytical ability, ingenuity, and system-

atic procedures. Each operational audit is unique. There

is no common approach and the factors to be considered will

vary as much as the approach. Some elements that suggest a

starting place are these: goals and objectives, plans,

organization, operations, ccntrols, systems and procedures,

staffing, facilities, reports, policies, and communications.

Althcugh the sources of information that are available

to an operational auditor depend upon the auditors skill,

experience and training, some sources are common. The

Deopl.e in the unit being audited are the prime source. A

well-conducted interview is often the most efficient tool

available.

IpteInal documentation can also be a major source of

information. Organization manuals, organization charts,

staff memos, policy manuals, training manuals, and adver-

tisirg krochures are some of the documents that may be

useful in addition to the financial, production, cost and

budget ones. The auditor should start the accumulation of

documents early in the assignment.

.i_&.Igt observaticn is another productive source of t

information. By consciously observing, the auditor becomes

aware of problems that are not reflected in data.

Observation is also a source of specific examples that can

be used to illustrate general conclusions.
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According to Lindberg, each audit assignment has the

following phases: [Bef. 35]

1. Definition and orqanization. The first ste3 in an
TXat5h iTu-i-fas efftify the areas an scopeo£ the study.

2. g._ tiot.. hP next ste is for the auditor to
eom a13iar with cor ora e plans, policies, and

organization as they reate to the unit or area to
be reviewed and to acquaint himself with relevant
industry information.

3. nitial survey. The auditor should become oriented
IntI-feiLa within which work is to be done through
discussions with key people there. At this stage
the auditor samiles aspects of the work and the
environment of t e field of inquiry.

4. Research. After becoming faailia£ with the field of
i-i1T the auditor ystematicaily uncovers the
facts atout the operations, assignmens of responsi-
bility, and plans and management of the area. This
stage reguires being on guard against attempting tc
di2 out all the facts. since i is probably impos-
si le to get all of them, the auditor should ccncen-
trate on getting the key facts and those that are
readily available. They will suffice for the anal-
ysis.

5. Analysis. After qathering the key facts and enough
3-d-dN -'MUal information to justify the formation of
conclusions, the auditor is in a position to analyze
and to decide whether the results of analysis
indicate true cpportunities for the making of
improvements.

6. Re.rtinq. At this stage the auditor sums up the
!TT!ME4 in writing and takes care to define the
uncovered problems as meaningfully as possible in
specifics and ccsts. Althouga report preparation iscustomaril regarded as the 2inal step the auditor
will be well advised to start it on the first day;
the surest way to drag it out is to wait until the
end of the stud . It is also beneficial to discuss
findings with t e manager of the auditing department
before submitting the report to a higher level.

7. Justification. the last step in a study,
!-TN-1tt craitc At this poit such chal-

lenges as have arisen to the accuracy or worth of
the findings are countered orally .by the operations
auditor, usually in executive meeting.

To reach the audit objective the auditor must include

all of the above steps which can also be characterized as:

1. The preliminary survey

2. The review of sanagement control
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3. The detailed examination
4. The report development

These four phases are comparable to the five steps given

by the American Institute of Certified Public Accountants

for conducting performance evaluations:

1. Ascertaining the pertinent facts and circumstances 0

2. Seekirg and identifying objectives

3. Defining problem areas or opportunities for improve-
ment

4. Evaluating and determining possible improvements

5. Presenting findings and recommendations [Ref. 36]

B. THE ERELIKINARY SURVEY

During the Preliminary u_ ey phase, the auditor quickly

obtains lackground and general information on all aspects of

the organization being considered for examination. The

working kncwledge of the entity gained during this phase is

not evidence--it is simply descriptive information. It

includes historical and operating information as well as

legislative information cn governmental organizations. 9__

Certified Public Accountants (CPA) approach the preliminary

survey a litle differently from governmental auditors. They

must plan for a request for proposal for the contract for

the engagement, as well as prepare for gathering background

inforzation. The ccnclusicn of this phase becomes the

objective for the next phase. It also becomes the basis for

determining how to obtain evidence and how much evidence is

needed for the phase that reviews management control. -
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C. THE SEVIEW OF 1AU5GEMENT CCNTROL

One purpose of the second phase is to obtain evidence on

the three elements of the tentative audit objective---

criteria, cause and effect. Criteria represent the stan-
dards for the audit. Cauqes represent management cr

employee actions that took place or should have taken place

to carry out the appropriate standard. And effects repre-

sent the results of the measurement of the causes against

the criteria. The term management control as used here

includes planning, pclicy, and procedures determination, as

well as the actual practices carried out in managing an

organization's affairs. Management control promotes the

effective carrying out of assigned responsibility as

intended. By obtaining evidence on the tentative audit

objective, the auditor determines whether there is a basis

for a detailed examination. By determining the competency

of the evidence, tte auditor can also determine the reli-
ability cf the information to be obtained from the manage-

ment ccntrol system.

Any gocd management control system follows these steps:
se ting standards, objectives, goals, or procedures,
determining whether the standards, ob ectives, goals, or
procEdures have been appropriately carried out
appraising the results of such. carrying out- ani then,
wn negessary, taking corrective action. ne principle
underlyinq t hise steps is that no one person should be
in complete control of any ixi ortant part of the opera-
tions of the system. [Ref. 37J

The tasic approach is tc review the specific flow of

procedures and practices applied to a specific transaction
or item.

D. THE DETAILED EXININATION

e detailed exauinatioB phase of the audit function is

usually thought of as the audit. The prior two phases,
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however, determine what is to be done and how it is to be

done. Reporting the results of the audit of managemer.t's

performance concerning efficiency and economy will be

discussed in the next section.

The evidence gathered during the detailed examination

must be sufficient as well as competent, material, and rele-
vant in order for the auditor to arrive at an acceptable

conclusicn on the audit objective and then report that

conclusion. Interviewing knowledgeable persons generally

provides substantial amounts of information that can be used
as evidence. The information so obtained may also be used
to supplement, explain, interpret, or contradict infcrmation

obtain by other leans.

The emphasis in operational audits in data processing
environments is shifting from the evaluation and verifica-

tion of processing results (e. g. data files, records,

reports) to the evaluation and verification of the contrcls
that ensure the ccntinuing accuracy and reliability of

processing results. This emphasis is resulting in new audit

approaches and techniques. many of the controls that ensure

the accuracy and completeness of data processing results are

now autczated and can no longer be reviewed and verified

through direct observation. *

Changing application systems structure presents new

problems for auditors. [Ref. 38]

1. Input transactions are being entered for immediate,

on-line processing from remote terminal locations in

contrast to the single-entry ?oint batch input,

typical of earlier years.

2. Applications are being tied together so that a

single input transaction performs multiple func-

ticns. Transactions are also being generated within
an application program and automatically flow into

others.
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3. Audit trails in hard copy form are being eliainated.

For example, detailed lists of input transacticns

and periodic master data file listings are being

replaced by transaction logs on magnetic tape that

can te printed if a need arises, and by interroga-

tion of on-line data bases.

Auditing in this environment should include a review of:

[Ref. 39]

Manual procedures that have been developed to couplement
controls internal to computer application programs
(e.g., intut preparation, input control, error handling,
and output balancing and reconcilliation).

Applicaticn system controls internal to computerlappli
cation programs (e.g., data validation, contrc otal
verification batch or transaction balancing and
proofing, and error identification and reporting).

Data filqs and repc~ts produced as a result of computer
apilication processing (e.g., .data processing master-
fles, transaction logs, and output reports).

Auditing these areas includes a review of controls to

determine their adequacy, tests to verify controls, and p 
tests to verify data (i.e., masterfiles and reports).

E. THE REPORT DEVELOPMENT

All work done in the audit function leads to this phase.

The conclusion to the audit objective, which has been devel-

oped in the detailed examination phase from evidence gath-

ered in that paase, is converted into a form that an

interested third party can accept and understand. There is

no standard way for presenting results of an operational

audit. There are some basic ideas, however, on ways to

present the results.

The "report controls" standard for government economy
and efficiency audits and program results audits is

presented telow. [Ref. 40]
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The report shall include:

1. A description cf the scope and objectives of the
audit.

2. A statement that the audit was made in accordance --
with generally accepted government auditing stan- 0
dards.

3. A description of material weaknesses found in the
internal contrcl system (administrative controls).

4. A stattement of sa-itive assu;ance on those items of
coupliance testd and negative assurance on those -
items not tested. This snould include signif.icant 0
instances cf ncncompliance and instances of or indi-
cations of fraud, abuse, or illegal acts found
during or in ccnnection wlth the audit. However,
fraud, abuse, or illegal acts normally should be
covered in a separate report, thus permitting the
overall report to be released to the public.

5. Reccmmendations for actions to iaprove problem areas 0
noted in the audit and to improve operations. The
un erying causes of problems reported should *be
includyed to assist in implementing corrective
actions.

6. Pertin~ent views of responsible officials of tne
organizaticn Frogram, activity, or function audited
ccncerning the auditors' findings, conclusions, and
reccuzend tions. When possible their views should
ke obtained in writing.

7. A description Cf noteworthy accomplishments, partic-
ularly w en management improvements in one area may
be applicable elsewhere.

8. A listing of any issues and questions needing
further study and consideration.

9. A statement as to whether any pertinent information
has keen omitted because i is deemed privileged or
confidential. The nature of such information should
te described, and the law or other basis under which
it is withheld should te stated. If a separate
report was issued containing this information it
shculd be indicated in the report.

All reportable results should be comparable to the audit

results, and should he stated in terms of criteria, causes,

and effects. Thus, the auditor will state the criteria in

terms of an appropriate standard for the activity, the

causes in terms of what were the actual happenings at the

time the audit took place as well as what should have been

happening and the significance of the results on not

carrying out the appropriate standard.
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Recoirmendations are usually brief suggestions by the

auditor as to what should be done to bring about improve-

ments in performance. Recommendations are not requirements

set by the auditor as to standards that should be followed S

ty the entity. The zanagement of the organization has the

responsibility for requiring recommendations to be follcwed; .

all the auditor can dc is suggest the basis for improvement.

Before preparing a final report, the auditor usually S

prepares a draft report, which is submitted to the organiza-

tion concerned with the audit, for their comments in crder

to be sure that the report is fair, complete, and objective.

Often, the auditor develops and presents a summary or

digest of the report to make it easier for the reader to

understand the entire report, especially if the report is

long. .

A useful example of the graphic flow of the phases of

the audit function for an operational audit is showr in

tables II, III, IV, and V [Ref. 41]

6
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TABLE II

*The Preliminary Survey

PHASE CNE

1. Obtain in a relatively short period of time
background and general information on
organization and management activity
being considered for examination.

2. Analyze back ground and generalinformation o obtain relevantevidence--not necessarily sufficient,
material or competent--on one or more
elements--criteria, causes, or effects--of apossible audit objective.

3. Assert the otter element or elements in
order to have a tentative audit objective.

4. Assert alternative criteria and other
elements on related management activities
to establish possible alternative audit
objective. 9

5. If pcssible alternative objective is to be
considered, ottain relevant evidence if no
evidence has .reviously been ontaineA, on
one or more elements or the possible audit
otjective in crder to have alternative
tentative audit objective.

6. Summarize evidence and assertions on
tentative audit objectives.

7. Ccnclude from relevant evidence and
assertions:

a) that original or alternative
tentative audit objective can be used
as the objective for the review phase, if
reJevant, material and competent
evidence can he oboained on all three
elements ct the tentative objective, and
(1) what types of relevant material and
competent evidence will be needed to
determine the audit objective, and (2)
what types and how much evidence
will te needed to determine
competency of evidence. Proceed to
review, or

b) that tentative objectives cannot be used
tecause evidence would not be
available or that conditions do not
warrant ccntinuation. Withdraw from
engagement.
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TA BLE III
The Review of Management Control

1. Obtain any needed additional background
information.

2. Cttain relevant, material, and competert
evidence--not necessarily sufficient--cn
tentative audit objectives by testing
management control to determine:
a) that there could be a reasonable

criteria.

b) that some .articular person or roup of
persons at one or more levels o
responsibility could cause an inefficient
cperation, and

c) that the effects of the inefficient
cperation are significant.

3. Obtain evidence from management control
system on the competenci of evidence that
must come from system if additional work
is to be done.

4. Determine that evidence could not be
obtained on all three elements of the
tentative audit objective.

5. Suzmarize evidence and conclude:
a) whether the developed tentative

audit objective can De a firm
cbjective to be used in the detailed
examinaticn phase,

b) whether evidence that must be
obtained would be competent, and

c) what additional evidence must be
obtained and from what source to have
sufficient gompetent, material and
relevant evidence to come to a
conclusion on the audit objective.
Proceed to detailed examination, or

d) that auditcr should withdraw from
examinaticn.
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TABLE IV

The Detailed Examination

PHASE THREE

1. Ottain any additional background data
needed.

2. Ottain sufficient competent, material, and
relevant evidence to determine:

a) the acceptability of the criteria of the
audit objective and that any
ariument against the criteria can be
re utted,

b) the specific action or lack of action at
levels involved in the management
activity that caused the effects, and

c) the significance of the effects.

3. Summarize evidence in terms of criteria,
causes, and effects.

4. Conclude from the summarized evidence
that the effects in the ;anagement activity
were significantly inefficient when the
acticns of emp-c ees and management are
evaluated against the criteria. Proceed to
report developient.

5. Conclude that sufficient evidence could not
be obtained to determine an appropriate
criteria on the management activity,
determinable causest or significant effects
or that other condihcns warrant that the S .
auditor should withdraw from engagement.
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TABLE V
The Report Development

:Jfl.ASE FOUJR

1. Set the scene through lackground or
general inforzation or through scope of
audit.

2. Ccmaunicate ccnclusicn, stating the
siqnificance of the ef ects caused by not
fcllcwing a pzc. er standard. Sufficient
evidence on criteria, causes, and effects
should be given with the audit objective for
the reader to come tc same conclusion as
the auditor.

3. State recommendations usually that the
criteria should be followed in the future to
ottain best results.
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VII. C-iIDE XRATIQj§ f kjj ! _o£BILr AUDIT OF A NARCAC

1. OVIRVIEU

An operational audit of a NARDAC can provide a vital

check and balance on the organization as it attempts tc meet

cost and service goals. The basic purposes of the audit are

to ensure that measurable standards for systems development

and operaticns functions have been developed; to ensure that

these standards are being adhered to by the various depart-

ments; to ensure that systems are designed to be easily

auditable and that maintenance changes do not create unin-

tended problems; and to act as a catalyst for improving

operating efficiency. P

The NARDACs are incredibly complex. The governing regu-

lations are intricate and perpetually changing. The prag-

matic civil service management tacks new procedures onto the

old and maintains the same basic work patterns. The civil

servants are a force for continuity in this dynamic opera-

tion. In contrast, the military managers are invariably

committed to change. When making recommendations for

improvements as the result of an operational audit, the

auditor must be aware that what can be done in and by a

NARDAC is limited by the legal and political framework in

which it functions. The lack of adainistrative continuity

increases the need for an effective internal control system. p

B. INTERNAL CONTROLS IN FEDER1L GOVERNMENT

In 1950, the Accounting and Auditing Act was passed

requiring, among other things, that agency heads establish

and maintain effective systems of internal control. Since

then, the General Accounting Office (GAO) has issued
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numerous publications to guide agencies in establishing and

maintaining effective internal control systems. "While the

need for improved internal controls has continued, develop-

sent of effective systems has teen slow.

In tke East decade, numerous situations came to light

that dramatically demonstrated the need for controls as the

government experienced a rash of illegal, unauthorized, and

questionable acts which were characterized as fraud, waste,

and abuse. It is generally recognized that good internal

controls would have made the commission oi such wrorgful --

acts more difficult. Consequently, increased attention is

being directed toward strengthening internal controls to

help in the restoraticn of confidence in government and to

improve its operations.

The Federal Managers' Financial Integrity Act of 1982

requires renewed focus on the need to strengthen internal

controls. The act requires periodic evaluation of agency

internal control systems and that the heads of executive

agencies report annually on their system status. These

evaluations are to be made pursuant to the "Guidelines for

the Evaluation and Improvement of and Reporting on Internal

Control Systems in the Federal Government," issued by the

Office of Management and Budget in December, 1982. The

reports are to state whether systems meet the objectives of

internal ccntrol and conform to standards established by

GAO.

Stadards for Internal Contro,1s in the Federal

_govenmea, issued by GAO, presents the internal control

standards to be followed, and covers both the program

management as well as the traditional financial management

areas. GAO will issue interpretations and revisions to the

standards as may beccme necessary.

The following is GAO's concept of internal controls:

(Ref. 42]
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The .lan of orgarization and methods and procedures
adop ed by management to ensure that resource use is
consistent with laws, requlations and policies; that
resources are safelkarded against waste loss and
misuse; and that re.iable data are obtainea, maintained,
and fairly disciosed'in reports.

The GAO general irternal control standards apply tc all

aspects cf internal ccntrols. Table VI is an outline of the

standards: [Ref. 43]

TABLE VI

GAO General Internal Control Standards

1. Reasonable Assurance. Internal Control Systems
Me-!oPfv-1-Hreaso nab le assurance that the
otjectives of the systems will be accomplished.

2. Su.pcrtative attitde. Managers and employees
are to iaintain an demonstrate a positive and
supportive attitude toward internal controls at
all times.

3. Ccm etent Perscnnel Managers a4d employees
aT@ o n'avU-persona1 and professional integrity
and are to maintain a level of competence that
allows them tc accomplish their assign duties,
as well as understand the importance of developig
and implementing good internal controls.

4. Ccntrol Oblectives. Internal control objectives
! -ob'9--U ed or developed
for each agency activity and are to be logical,

applicable, and reasonab y complete.

5. c ntrol Techniques. Internal control techniques
are b--eT -Ve and ef icient in accomplishing
tkeir internal control objectives.

It is essential to provide assurance that the internal

control cbjectives will be achieved. These critical techni-

ques are the specific standards outlined in Table VII.

[Ref. 44]
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TA BLE VII

GAO Specific Internal Control Standards

1. Dccuientation. Internal control systems and
ill. rraWn-Eicns and other significant events are
to be clearly documented and the documentation is
tc he readily available for examination.

2. ecorinn 2 Zransactions and Events. Transacticns 0
araother sign1i1c~an, fevenTs are 3-be promptly
and roperly classified.

3. Execution of Transactions and Events. Transacticns
3-0-VUES1 sgiili-c!-n n'gaf--ob authorized
and executed cnly by persons acting within the
scope of their authority.

4. Separation af Luties. Key duties and responsi-
Zi17ties -n auTnor7ing, processin, recording,
and reviewing transactions should be separated amongi
individuals.

5. Supervision. Cualified and continuous supervisicn
is to pdTrovided to ensure that internal control
otjectives are achieved.

6. Access to and Accountaiit for Resources.
XMes IU 5escrces ari recor f ito limited to
authorized individuals, and accountability for the
custody and use of resources is to be assigned and
maintained. Periodic comparison shall be made of
the resources with the recorded accountability tc
determine whether the two agree. The frequency or I
the comparison shall be a function of the vulner-
ability of the asset.

Auditors are respcnsible for following up on audit find-

ings and recommendations to ascertain that resolution has

been achieved. Table VIII presents the Audit Resolition

Standard. [Ref. 45]
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TA BLE VIII

GAO Audit Resolution Standard

Prom t Resolution cf Audit Findls. Managers are
to jl BrmpT~j e valuafeU ndigs 'Ind recommendation sreporl b auitcrs, 12) determine proper actions in

response to audit findings and recommendations, and I
(3) ccmplete within established time frames, .
ail actions that correct or otherwise resolve the
matters brought to management's attention.

C. INTERNAL CONTROLS IN THE DATA PROCESSING ENVIRCUNENT

Internal controls in the data processing environment

pertain to the processing and recording of an organization's

transactions and to resulting management reporting. They

are the procedures that ensure the accuracy and completeness -

of manual and automated transactions, records, and reports,

and the avoidance, detection, and correction of errors.

They encompass source document origination, authorizaticn,

processing, data piccessing record keeping and reporting,

and the use of data processing records and reports in

controlling an organization's activities.

The "Data Processing Audit Practices Report," issued by

the Institute of Internal Auditors, presents an overview of p

the elements of internal control in the typical data

processing function. These elements are applicable to a

NARDAC in addition to general controls needed by any organi-

zation. These elements are: [Ref. 46]

Computer applicaticn systems, which encompass manual
rocedures to originate and transmit input transacticns
o the data processing department; computer applicaton

programs that control the processing of transaction
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data, record maintenance, and output report preparaticn;
and procedures that guide computer service center
personnel in the use of specific computer application
programs and the handling of the associated input data
and output reports.

ComputeT servicq center o erations, which encompass the
facilities, equipment, personnel, and general proceduresthat qcvern computer center operations, as opposed to
procedures specific to individual application systems.

Application systems development, which encom asses the
1nnel and genqral procedures governing the design1develoment, testing, and implementation of the manual

procedures and con;uter application programs that sake
.4p coaputer appic.tioa systems. This element also
includes the modification and improvement of existing
computer applicaticn programs.

The three data processing elements are planned, orga-

nized, and managed to achieve various management information

system cbjectives. They are also interdependent. For

example, systems development may be constrained by the

availability of processing capacity or specialized

resources. In contrast, processing capacity may be

increased and special features added to accommodate new

systems development requirements.

A similar interdependency exists between computer appli-

cation systems and the computer service center. Poorly

designed application programs can degrade overall center

operations. Intervention required by center personnel tends

to be error prone and to make inefficient use of expensive

computer resources. Computer service center operations can
have a significant impact upon computer application systems.

Poorly or inadeguately trained staff are frequent causes of

processing problems that affect application systems and

their users. Inadequate procedures within the computer

service center can cause or allow errors to pass undetected

in the preparation, scheduling, and handling of input trans-
actions, data files, and output reports. Such undetected

errors can defeat the intent of controls built into computer

application programs, at considerable expense in terts of

development time and noney.
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D. THE EERSOIIEL SYSTEM

When the Federal staffing process requires several

months to routinely fill a position, the process is a

disservice to mission accomplishment. The regulations exist

to prevent abuse of privileges, but the result is often less

flex itility for the responsible manager.

Before action can be taken to hire, transfer, Eromote,

reassign or demote a civilian at a NARDAC (or any Federal

government job), a formally established position description

(PD), classified in accordance with laws and regulations,

must exist for the job. A PD provides information on the
principal duties, responsibilities and supervisory relaticn-

ships of a position. This information is used primarily for

classification purposes, but has other functions as well.

PD's can help to detect duplication of work or overlapped
duties; analyze training needs; and help to determine stan-

dards cf performance. Because PD's affect so many personnel

practices, they are an important source of informaticn for
the operational auditcr.

A vital part of the Federal staffing process is evalua-

tion of a new emplcyee during the probationary period.

Separation of an inadequate employee is more difficult after

the prctaticnary period, and the employee could remain on

the payroll for many years as a marginal producer. An

employee who completes a probationary period can never be

required to serve ancther such period.

E. PRODUCTIVITY CONSIDERATIONS

Before a manager can increase productivity, productivity

has to be defined. Performance objectives are tools that

are applicable only in settings that demand accountability

and that reward performance. One major difference between a

NARDAC and a sizilar crganization in private industry is in
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the degree by which either would benefit from an operational

audit. Much of a NJhDAC's productivity problem ma-' really

be a proklem of law.

In "Coping with the Employee Turned Institution,"

Jeffrey Davidson, discusses the phenomenon of the employee

in a Federal position who has effectively ceased to function

in the position to which hired or promoted. Davidson gives

details of how to identify such an employee and what to do

about one. [Ref. 47]

There exists in . . . large organizations at least cne
employee wo. has effectively ceased functioning in the
role or position for which . originally hired, or
to which . .,; prcmoted. %his type o employee turned
institution is acclimated to all the ways o! etting
through each workday contributin4 an appearance o1 being
on top of the job.

The parsonnel, management, and monitoring systems and
procedures within federal government leav mUch to be
3esiied. The possibility that an employee can become an
institution wiin any organization ste s from a variety
or reasons. One reason is that the employee possesses
specific knowledge or skill that the organization cannot
readil y acquire ficm other sources. The employee may
have deveioped a particular expertise that, at least
periodically, is of vital imortaace to operations.
reguently, an employee turns institution" within an

organization simply because he or she is alowed to, and P.
no cne (not even the supervisor) is cognizanE or or
willing to expose the employee s general lack of &edi-
cation and limited effectiveness on the job.

Usually when an employee turns institution the occur-
rence is due, in Fart, to a JAck of awareness on the
part of one key manaqer or supe-rvir.-Maf-one key
person having knowledge of the employee's true w cri
habits and operating procedures would not allow such a
practice to exist. The employee turned institution
prosotes mediocrity; when confronted with an idea that
might te good for the organization but would involve
real work, the employee will often respond with idea-
ki ling jhrases liKe "We've tried that before," or,
"That never works."

While the employee may lake no siguificant cgntribu-
tions, r .st a sur ed tha he or she w±i be well informed
of organization pclicies and procedures, and will dc
whatever Poss.ible to stretch t ni poicies for ersonal
advantage. The employee turned institution can ilourish
only when otherwise good managers and supervisors refuse
to see the true picture. The employee must be stopped
cold, kefore having a chance to:

1. lower productivity,

2. Lemoralize other employees,
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3. Unfavorably influence other employees,

4. Tarnish the organization's image to outside parties.

This pheromen on of the employee turned institution
occurs .requent.yVy througho t the federal government,
since it is difficult to remove an employee from a
federal position.

F. ABL IC LEAD-ACTIVITY APPROACH

Because ADP technology changes so rapidly and ADP

resources are scarce, individual XARDACs have been assigned

the lead responsibility in specific aspects of the tech-
nology. For example, NARDAC Norfolk has been tasked by

NAVDAC with the responsibility of providing client support

for the acquisition and use of microcomputers. In response

to this tasking, it has developed a Technical Reference

Library and Software Exchange Center. It has established a

microcomputer user group, and it also performs orgoing

hardware/software evaluation programs. This lead activity

has alsc prepared reports on the subject of Low-ccst

Expandable Microcomputer Systems, also known as the LEOS
Project. This lead assignment approach has distinct advan-

tages to the customer activities and the NARDACs. It

enables all NARDACs tc keep abreast of the state of the art

while avciding costly duplication of effort. Moreover, it

fosters standard iiplementation of enhancements at all

NARDAC sites.
The lead assignment of each NARDAC would require special

consideration in the desigh of an audit program fcr a
particular NAR DAC.

G. CCNCIUSIONS

Every manager must have a means for readily identifying

and accurately defining emerging problems before they beccme

institutionalized. The motive for operational auditing is
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that it is an efficient source of information about the

sophisticated problems facing a manager.

The manager's task is far more difficult and challenging
than the normal tasks of thte mathematician, the physi-
qist or tne engineer. In management, many more signif-
;can[ factors must be taken into account. The
inter-relationships of the factors are more complex.
The sytems, are o greate r scope. The non-linear rela-
tionships that control the course of events are mcre
significant. [Ref. 48J

As more authority is delegated it becomes increasingly

difticult for top management to keep informed on how well

its programs and policies are being carried out. -

Operational auditing provides informatio: needed by top

managers who can not be personally informed about all areas

for which they are responsible. Without a means for objec-

tively measuring performance, managers may spend toc much

time doing the wrong things--things that might make them

look gcod on the surface but which actually are not good for

the organization.
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VIII. gjRRIQUA HEIl 12i

A. PURPCSE OF THE AUDIT

The NARDACs becate Navy Industrial Fund (NIF) activities

at the beginning of fiscal year 1984. NIF activities are ,

required to bill custcmers, using a stabilized rate, for the

ADP services rendered. Ccmmander, Naval Data Aatomation

Command (CCHNAVDAC) approves the number and kind of rates to
te estatlished. These rates are expected to remain in

effect for an entire fiscal year. Any variance between

stabilized rate billings and actual costs become prcfits or

losses tc the NIF activity and are absoroed by the corpus.

The goal, however, is total cost recovery, generating P
neither profit nor loss. Because all costs are passed cn to

the custcmers, efficient and economical operations are a

major concern. The customers should not be required tc Fay

for inefficiencies. Thus, an operational audit is critical P7
to the identification of areas in need of improvement.

The NARDACs have been studied for potential contracting
out of the services now performed by government civilian and

military personnel. Plans are being made for an internal a

reorganization to allcw for governmment management and moni-

toring of the operations after the contract has been let.

Shen contracting for services, the government has to specify

acceptable standards of operations. An audit would help to
define the needed criteria and provide a means to evaluate

these criteria that will be applicable to the contractor.

The commanding officer of the NARDAC would be the rece-

pient of the audit report except when the audit has been

conducted at the direction or request of COMNAVDAC. In that

case, the report would be made to COMNAVDAC.
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Effective, efficient, and economical use of the computer

resources at a NARDAC requires ongoing coordination among

management, computer users, and auditors to bring this

powerful tool into proper perspective and under close

control. Vast amounts of data have been concentrated in a

few computer centers. This condition has resulted in virtu-

ally total dependence upon the computer. To minimize the

potential vulnerability for loss associated with this depen- •

dence requires a greater degree of audit involvement than

previously required. Data processing equipment, software

and perscnnel are expensive. These costs and the potential

for loss, destruction, or misuse of these resources must all S

be considered when reviewing the internal controls and

security required fcr the Electronic Data Process (EEP)

facility.

Unlike auditing in the traditional sense, operational 0

audits concentrate oc the utilization of resources, also

paying considerable attention to information systems and

internal organization and procedures. There is scme

overlap, however, of financiai audits and operational P

audits. Both, for example, review the systems and proce-

dures of internal control. Operational auditing also -..

provides detailed reviews of other areas such as space

utilization, purchasing practices, hiring practices, and

management decision making. Operational auditing provides a
means to determine whether employees are giving their best

efforts or whether costs can be lowered.

B. PURBPCSZ OF THE IDEIT GUIDE .

The purpose of this guide is to provide uniform instruc-

tions and guidance to personnel engaged in auditing EDP

facilities at a NARrAC. This audit guide (program) is a

result of the increased emphasis being place on management
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of and control over the Navy's EDP facilities. The guile is

designed to include organization, facility internal

controls, maintenance, security, resources and contingency

planning, and user billing/chargeout procedures. Audits at

a NARDAC may involve cnly the NARDAC or include reviews at a

number of customer activities. The extent of detailed work

to be accomplished will depend on the quality and extent of

the services provided to customer activities. Te auditor •

ji111 .etLU~iA2 the order And eL@net of audit coveraqe _eces-

MIU .12, the pAxi&.AKJa _A1.21_ being _4"tde4. The audit
steps are intended to lead the auditor into the more impor-

tant aspects of the NARDAC management but are not intended

to be restrictive or to serve as a substitute for initia-

tive, imagination, and judgment.

The objectives of EDP facility audits are to:

1. appraise the adequacy, effiiency and reliability
of the EDP facility,. nculding raininq programs,
security, and processing conrtros;

2. determine the extent and adequacy of application
system procedural controls; and

3. Evaliate proce uref, standards, and controls over
Ioca program ueve opment.

The audit guide provides a standardized audit approach.

It is, however, only to aid the auditor during the audit

process--nct to direct every step. The auditor must still
rely on experience, intuition, and preliminary results of

the audit in determiring the full scope of the audit. The

objective of this guide is to organize the audit approach,

reduce preparation time, and ensure a level of completeness

on the audit. This guide is primarily a result of adapting

audit programs issued by the Naval Audit Service. (The .A

Naval Audit Service designs audit programs that provide

comprehensive guidance for auditing selected functions.)

Cther guides can he obtained in the following ways:

[Ref. 49]
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1. From associaticns such as: American Institute of
Certified Public Accountants, The Institute of
Internal. Auditors, Bank Administration Institute,
Canadian Institute of Chartered Accountants.

2. Frcm ma or certified *public accounting firms and
chartered accounting firms. e

3. Frcm.organizaticns supplying manuals and an updating
service such as: Auer a h, Datapro, FAIM.

4. Frcm publicaticns such as Security, Accuracy, and. vacy in Computer Ssr1st-N y fiM-9 _ar-U-B
R-Pentice- -all-I-73 -AF7 stemp Review anual on
ecu~iy, AFIPS, Montval 7 ('T-7T - -te-r 0
cui-, Naticnal Computing Centre (manchest~r,-7

K: -u de .nes for Automatic Data Proce_siL.1

Bueuo SXTd (1974------

Audit guides obtained from the above sources can be 0
modified to meet the specific needs of the orqanization. It
is reccmmended that two or more audit guides tor one area be
obtained. At that time . . . auditing personnel can
combine the questions and approaches on tie audit guides
with their cwn knowledge of the organization in that area.
This would result in an audit guide meeting the specific
needs of the orqanization. A data processing background is
necessary tc eflectively use this auditing guide. Without
this backgrcund, the auditor will not comprehend the impor-
tance of or meaning b ind some of the items in the guide.

C. GENEBAL INSTBUCTICNS

In perfcrming an audit, the auditor should proceed as

follows:

1. Estatlish the purpose and scope of the audit.

2. Make necessary modifications to the audit program
based on the particalar audit objectives.

3. Perform an initial survey, interviewing NARLAC
maragement to obtain background information; to
gather documents describing the MARDAC organizaticn S
their equipment and applicable Department of
Defense, Secretary of tH Navy,, Chief of Naval
Operationst and Commander, Naval Data Automation
Comand Inshuctions detailing standards; and to gain
an understanding of the NAR DAC policies and stan-
dards.

4. Conduct a review of management controls. Interview
and gather data from N ARDAC customers and NARDAC
ealloyees.

5. Perform a detailed examination of operations.
Analyze. the data, making additional examinations and
evaluations as required.
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6. Write a final report indicating the conclusicns
drawn from the audit and supporting each conclusion
by the finding upon which it is based. Make reccm-
mendations for solving the problems found.

This audit guide is organized into three chapters. Each

chapter gives detailed steps applicable to three areas of

EDP facility operaticrs as follows: [Ref. 50]

1. Co2put cente controls
a. organizaticr and management;
b. input/cutpit procedures;

c. media library;

d. operations;

e. environment and security;

f. resource and contingency planning;

g. time accounting and billing;
2. AR"l 'Catio sZ~tem 2ogeAral controls

a. transaction origination;

b. transaction entry;

c. data ccamurications;

d. computer processing;

e. data storage and retrieval;
f. output processing;

3. Local pRoUraalm212 deieloaient son trols

a. requirements approval;

b. programming management;
c. acceptance testing;

d. documentation and interface;

e. data base administration.
The auditor may add to this program, or omit certain steps

from the program to attain the audit objectives. Assistance

of computer specialists may be required in application of

this guide.

Internal controls are essential to the preventicn of
fraud or illegal practices. Those audit steps annotated by
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the letter M (I'M") are to be highlighted and performance of

these steps is recommended.
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IX. URI T.IN THE_ COMPUTER CENTER

A. ORGANIZATION AND BANAGEHENT

The organization cf the computer center is basic; the B

structure of the organization and the quality of perscnrel

affect management's ability to implement internal controls.

The preliminary survey provides the first set of infcr-

mation akcut the NAirAC, information needed to direct and S

execute an audit efficiently. Through a set of inteLviews

with Department Heads and Division Heads, the auditors

should oktain backgrcund information on the development of

the NARCAC, its organizational ties, its purpose, the types

of services it provides, the resources available to it, how

they are applied, who its customers are, and the bases for

its service charges.

As much documentation as possible should be obtained

since dccuzentation cn policies, procedures, plans and

zanagement reports can indicate the efficiency of NARIAC
management.

The background information obtained through the inter-

views and the availability of docuentation--or lack of

documentation--will allow the auditors to prepare an audit

plan that properly addresses itself to the areas that seem
to need special attention. Obtain an overview of the

historical development of the NARDAC.

The "Navy ADP Recrganization Study Implementation Plan

Report" provides a detailed overview of the historical

perspective of NARDACs. Obtain documentation of the organi-

zation charts, policy statements, job descriptions,

personnel listings and descriptions of services. The NARLAC
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Crganizatica Manual is an excellent source for some of the

necessary information. Indications of the established dele-

gation of responsibilities should be obtained, as well as of

the separation of authority, how these are defined, and the 0

controls in force to assure proper adherence.

Lists of assets reflecting the entire complement of

facilities and hardware, as well as software, should be

obtained, together with supporting layout plans. •

Supplemental documents for the various functional areas

(e.g., standards manuals, operator manuals, user manuals,

equipment lists and layouts, facilities plans, user lists)

should also be gathered. 0..

Analysis of management's use of performance reporting

systems will indicate potential problems. Documentaticn of

planning done for the NARDAC, operational as well as finan- -

cial, for the short term and long term, should also be

requeste d.
For an overview of the administration of the NARDAC, the

organizatior manual, procedures or directives pertaining to

internal as well as external functions should be reviewed.

Personnel management will be reflected in the availakle

recruiting and hiring policies, functional descriptions,

personnel development plans and training programs, and

career path and promotion plans.

1. Identify the mission and operations of the facility
to determine tie major areas of EDP responsibilities
of the activity, including scope of operations and
liaitations on responsibility and authority. 0

2. Dte~mine if he. facility organization F;:omotes
missicn accompbishment and pro i es separation of
responsibilities.

3. Examine the latest reports of internal review,
inspections and audits, and evaluate action taken
to correct aeficiencies. 3__

4. "'M" Review the EDP facilities risk assesspeit..
{Refer to Enclcsure (3).of OPNAVINST 5239.1 entit ed
Automatic Data Processinq Risk Assessment" for the

definition and scope oZ an EDP facility risk .....
assessment.)
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a. Ensure that all assets nave been identified.

b. Evaluate the reasonableness of the identified
pctential fcr loss.

c. Ensure that a positive balance of facility
ccntrols has been established which equates the
incremental cost of including such. contrcls with
the risk of loss due to their omission.

5. "ti" Determine that the EfDP facility has established a
formal system cf administrative cont;ols which estab-
lish ta ks, functions, and policies covering the
following areas:

a. preinstallation controls which cover feasibility
studies and preinstallation planning.

b. oriqnizaticn controls which cover the division of
duties both outside and within the EDP divisions,
the functions of the data control group, tape
library, etc.

c. development controls which cover the planning of
new applications, the establisnsent of standard
procedures for system design and programming,
authorizaticns and approvals testing, controls,
over initial conversion, ana control over subse-
quent changes.

d. procedures established for control over change
o central design agency (CDA) supplied programs.

e. operations controls which cover standard opera-
ting instructions file handling, and protection
against accidental destruction.

f. processing controls which cover hardware controls, P
input and output controls, programmed ccntrols,
and provide audit trails.

g. documentation controls which cover problem defi-
nition, documentation standards, systems and
program documentation, operators's manuals, etc.

h. outside data center cQntrols which cover the
commitment ann selection of data center services,
organizaticnal reguirements for data center opera-
tions, I/O controls and audit trails, and security
for customer data records.

6. "I'" Review the EDP facility security plans, policies,
ando rocedures. OGPNAVINST 529.1, NAVCC.1-INST7000.6; and FI1 U 31)

a. Ensgre that an EDP slcgrity off. er has been
assigned. This position shoul be organization-
ally separate from the EDP operations and have
specific responsibilities and authority for imple-
mentation ang maintenance of facility security.

b. Review established security policies and pro-
cedures. Specific responsibilities shculd be
identified for all facility personnel concerning
EDP security and periodic security training
provided.

8-
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c. Evaluate results of periodic security reviews
and determine that appropriate actions have been
taken to prevent reoccurance of security viola-
tion s.

d. At activities with remote terminal operations,
determine that passwords and terminal access
control res Fonsibilities are centralized with ZDP
security officer. Ensure that procedures are
Established which require periodic changes of
passwords and mandatory changes upon personnel
separations.

e. Ensure that at facilities responsible for jro-
cessin? classified data EDP personnel have
security clearances equivalent to the classifica-
tion of data being processed.

f. Ensure.that a foimal access list indicating the
specific condition* unger whiich access to the
various EDE areas will be authorized. This should
include liuited access to the computer and library
areas to only personnel with assigned responsibil-
ities in tlese areas.

g. Review accountability of control procedures
and devices used at the facility. Ensure that
badges, cardkeys, cypher books, safe combina-
tions, or simil]ar devices in use are controlled
and periodically changed and that these actions
are recorded.

7. Ensure that user/cust mer liaison procedures have been
established tc provioe for not only resolution of
in ut/output problems but to support periodic re orts
an managemert reviews. (SECNAVINST 5214.2;
SECNAVINST 5210.8a)

8. "M" .Verify that EDP support provided to private
p arties or ccrractors has been properly approved.
(Navy Requlations Article 0749; and N9AVC PT Manual,
par .175500-1) and that appropriate billinq rates are
established. (NAVCOMPT Manual, par. 0355881)

B. IEEUI/OUTPOT CONTROL AND SCHEDULING

Effective quality assurance/production control ensures

the tiseliness, accuracy, and overall integrity of work

submitted to and emanating from the computer center. This

includes scheduling cf work and quality control of source

data and outbound reports to ensure accuracy and complete-

ness of data received and distributed. - (NAVCCMPTINST

7000.36)
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9. "il' Rev.ew fagility procedures for acceptance and
scheduling of input data:

a. Exam ni loqs, records, and schedules of antici-patei .n pust .

b. All input data should be scheduled.

c. Foll(w up should be provided on late data
receipt.

d. Records should be maintained indicatin the
date source documents are due in, da e received,
persons authorized to submit, and persons actually
submitting.

e. Are nqgative responses required when anticikated
data is not to b submited? How is unsc eduled
data received?

f. Do receipt procedures re-uire preliminary verai-
fication to ensure that all illegible, inccmrlete,
or otherwise
unacceptable source documents are returned tc the
originator prior tc further processing of the
document? Unused portions of input coding sheets
should be voided .y the originator to preclude
unauthorized additions.

10. "M" Review facility procedures for transcription and
ccntrol of input data. Analyze the following:

a. Input job control rocedures should be documented
for each job and getailed procedures establisbed
to prevent loss, misuse or improper handling.
To ensure complete ana accurate receipt and --
transfer cf all input documents, one or more of P
the following checks should be used for each jcb:

(1) Document register;

(2) Batch control tickets;

(3) Transmittal slip;

(4) Beginning and ending document numbers:

(5) Money amount totals;

(6) Hash totals.

b. Source data automation procedures should use key
entry system production features to the maximum
extent possible for data verification. Rekeying
verification should only be used when key entry
system production features do not provide suffi- -.
clent assurance of data accuracy.

c. Jffre. that key entry opeainq procedures pro-
it key entry personn e I .rom altering data on

source documents and restrict access to source
data autozation programs.
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d. Ensure that the computer programmers, system
analysts and comuter operators do nct have
access tc source aocuments. Programming jobs
which require fast turnaround time shculd be
submitted through normal input procedures with
priority handling.

e. algzq dataetry productionstatstiqs fo te re tive utiliza ion of .personne ann eiii~ment
capabilities. Ensure that source data au omation
back-up support flans are documented and filed
both onsite and orhsite.

f. Ensure that the input preparation phase is
completed in accordance with clearly specified
racessing schedules. Investigate excessive late
eliveriet of input data for processing.

11. "f" Review facility procedures for processing output
tc users. Perform an analysis of the following:

a. Ensure that there is adequate control of rejected
original documents to ensure timely distribution
to the authorized
originator for investigation, correction, and
reinput or cancellation.

b. Ensu;e that authorization listings are maintained
for individuals designated to receive output and
that these provisions are enforced.

d. Ensure that the data and condition of issuance
of input data or other ADP sourqe data distrib-
uted for use at other ED? facilities is docu-
mented and that authorization is verified before
distribution.

e. Ensure that procedures are established to
indicate location and specific retention and e
dispositicn of original source documents.

C. E-DIA LIBRARY COIROLS

Data processing management must ensure the ccntinued

availability of data stored on various data processing media

(primarily magnetic tapes and disks). In addition, some of S

this data may be especially sensitive or confidential,

requiring special custody methods. (NAVCOMPINST 7000.36 and

PIPS PUB 31)

12. "" Review access controls to the media library and
the procedures for issuance of media.
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a. Ensure that there is a physical separation cf

the media library from the computer room and that
adequate space is provided f or storage of tapes
disKs, etc. This area should be secured when not
staf f ed.

h. ffsgire that access to the media library is
imited to specifically authorized personnel and

is consistent with the separation of duties
hetween input/output, computer operation, and
media library personnel.

c. Identify personnel designated as librarians
and ensure that their duties are separate and
distinct from other EDP functions. Assess the
work schedule of the librarians to ensure that
staffing is sufficient to maintain contrcls over
the issuance of media.

13. "M" Review media library inventory procedures.
a. Ensure that th@ schedules .logs,.etc. are main-

tained indicating when me ia is issueA and is due
for return. Evaluate procedures for protection
of intransit media. The catalogs or index list-
ings should show the current physical location of
all media storage units. compare this reccrd
with job accounting records to check for consis-
tency. Evaluate procedures for follow up on
overdue media storage units.

b. Ensure that instructions indicating how and
unaer what circumstances tapes or disks
(including blanks) can be checked in or cut of
the library. 71is should include listing or
authorized personnel and security clearances.
Ensure that borrowed media from other locations
are documented: (1) Name of requester. (2) Date ,
received. (3) Due date to return. (4) Lending
location.

c. Ensure that a complete inventory listing is
maintained for each storage location that
accounts for a.ll media storage units from receipt -
of blanks to disposal of used units. The inven-
tory list should include as a minimum: (1)
Library lccation. (2) Reel or serial number. W
431 Job or project numtber. (4) Descripticn of
ata. 15) Date created. 6
Retention-expiration of retention period.
Cwner. (8) Issued to and date. (9) Returned
date.

d. Ensure that peniodic h sical inventories
are p rigrmeg d td thaiffierences are reconciled
and. missing media located. Ensure that on hand
media stocks are adequate for continuous opera-
tion.

e. assess the a4equacy of the ph sical storage
facilities in thL main media library and in
back-up libraries.

14. Review media storage maintenance procurement and
dispcsal procedures.

88



a. Evaluate the facility's media unit.test, clean-
in , reccnditioning, and degaussing procedures.
reermine the adequacy of procedures establisLed
for monitcring and accounting for media storage
usage.

L. Ensure that media storage cleaning, recon-
ditioning, and degaussing machines are physically
separated from the library area.

c. Unless nonstandard media storage units are
ustified by the facility, ensure that only stan-
ard stock media storage units are procured

through standard supply schedules.

d. Evauatettrocedures for disposal of used
me ia storage units. Storage units which
contained classified or sensitive data should be
erased before disposal.

e. Trace the lackup and retention systems for the
zedia and ensure that procedures and the compli-
ance thereto are adequate to support EDP
processing backup.

D. OPERATION AND NAIPUNCTION/PRE1ENTIVE RAINTENA CE

Effective and efficient processing is facilitated by

formally defined procedures for operating personnel. This

includes not only production procedures but also procedures

for reporting of hardware and systems software malfunctions.

15. Review computer room procedures.

a. Ensure that shift schedules provide for
personnel rotation and that all operators are

ven experience in processing various applica-
ions. No one opera or shoul always be respon-

sible for a particular application.
t. Ensure that the duties of com uter operators,

pr: grammers, or system analysts do not include
initiation cf transactions into the system and/or
changes in the master files. Oerators also
shou d not be allowed to utilize t e console to
handle error routines without prior approval of
persons outside the operations unit.

c. rgr mmers, an lysts, and system managers
should b en ied uncontrol led acce s to the

computer room unless such access is clearly
rescribed and consistent with formally assigned

ruties and responsibilities.

d. Determine that there are formal system opterating
rocedures for each scheduled application and

that console logs are reviewed.
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16. Evaluate malfunction and maintenance records.

a. Review malfunction and maintenance records to
detect patterns of poor performance and cther
exceptional characteristics.

b. Review computer system performance records •
anq schetul@s .to assess the impact of maintenance
and reliability on the productivity of the
installaticn.

c. Review accountinQ system production run time
statistics to de terline a y positive or negative
trends in the length of time.required.to prccess
specific afplica tions. Ir times are increasing
review maintenance and operating procedures and
statistics to determine why production efficiency
is declining rather than improving.

d. Interview management, vendor, and service
personnel concerning their function and their
interacticns.

e. Trace t e process of detecting, correcting,
acounting, and reportinq hardware and software
failures. (SEC NAVINST 5238.1a) Critical pcinrts
are logging, settipg priorities assigning for
resolution, exception reportling for long-lasting
troubles, assessing the performance of the
vendor, ame comparing this instance with prior P
instances.

17. Otta .. a lifting of remote terminals, evaluate the
yustification for the installations and the capatili-
ies available at each terminal relative to file

updating and transaction input.

E. EUVIRONHEITAL COntROLS AND PHYSICAL SECURITY

Data processing facilities are a substantial asset and -
must be managed to minimize the possibility of loss of capa-

kility. 7his includes physical protection against natural

hazards and the control of individuals' use of facilities.

(OPNAVINST 5239. 1, NAVCOPTINST 7000.36)

18. "" Obtain and analyze the floor plan of the
iacility.
a. Evaluate the adequacy of the locking devices

between facility areas and at entrances and exits
(including windowus).

b. Evaluate the construction and materials used in
the facility with regard to their fire-resistant
quali ties. Ensure that storage areas for
combustible items, such as stocks of paper,
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tapes etc., are physically separate from the
c 9ompu er room. Computer room stocks of comast-
ible materials should be limited to working stock
and stored near fire extinguishers.

c. Review all fire alarm systems and determine
how and where the systems may be activated.
Determine f the fire alarm sounds locally at the
guard stations, or at the police and fire depart-
ments. Ensure that heat and smoke detectors are
installed.

d. Determine it there is a water detecton system.
Review the draina stem of the building; and,
if necessary, determine that an adequate pumping
system is installed or available from the fire
department.

e. Ensure that the condition of the facilities'
ceiling or roof provides adequate protection from
leaks. Examine the overheaa area for the Fres-
ence of any pipes that may result in water
damage.

19. Examine the pcwer supply, assessinq the appropriate-
ness of back-up equipment to t e nee s of the
facility.

a. Check records of the reliability of the local
power supply and the impact ox failures on the

ration of the facility. Examine the records
recording instrumentation measuring line

voltage.

b. Determine if there is a standby.power source
to support computer operations, emergency
lighng, _and electrically-operated access
controls. Ensure that the standby power system
is adequately maintained and periodically tested.

20. E-amine provisions for air conditioning for the
ccmputer room, input area, and media library.

a. Ensure that the atr-coaditioning equipment is
secure and is dedicated to the production areas.
Ensure tJat proper temperature and humidity is
maintained.

b. Determine that air conditioning and heating
systems are serviced on a. regular schedule.
Ensure that backup air conditioning prcvisicns
are adequate.

c. Assess the degree of protection provided for
air intakes cooling towers, smoke removal, and
exhaust systems.

21. Ottain a listing of remote terminals, and evaluate
t e secur.ty procedures for permanent and portable
installatiois.

a. Inspect tie terminals to determine if they are
located in appropriately controlled areas.
E amine zr ctices from the standpoint of the use
f keyoar lockini.devices, operator IDs and

Easswords, overprinting of passwords, and related
feat ures.

b. Examine the access of terminal users to
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assembly-level l.anguages and assess the
protection mechanisms that are available.

c. Dtermine if the use of terminals associated
with classified data bases and programs is
adequately monitored and supported by dataprotection techniques.

22. "IM" Evaluate the facility physical access controls.

a. Cbtain list of personnel who have authorized
access to various areas in the facility and
assess the necessity of such access. . cmpare
this list with the issue control list of card
keys, combinations, etc. that have been issuea.

b. Ensu:e tiat procedures for issuance of keys,
combinations, etc. are adequate.

c. Dete~uine if badges are used for personnel
or visitors.

d. Ensure access controls outside of day-shift hours
require reporting to notify management of
personnel who access the facility. Determine if
personnel challenge strangers.

23. Review emergency procedures.

a. Cbserve that emergency telephone nembers are P
posted conspicuously.

b. Ensure that emergency ;ower off switches are
marked and placed at a l emergency exits and are
protected from accidental activation.

c. Review fire drill and shut down procedures for .
adequacy and completeness. Determine if
employees know the location of the sprinkler
shut-off valve.

d. Ensure that portable fire extinguishers are
suitably located throughout the computer area and
that perscnnel are trained in their use. ottain
documentation to verify that fire detection
tguipuent is tested on .a regular basis. Ensure
at smoking is prohibited in the computer area

and the media library.
e. Ensure that exits are adequate, well-marked and

kept free of obstructions.

24. Determite if taqk-up facilities are tested at reaular
intervals, and if the proce ures for the test an the
changeover are readily available to personnel.

F. RESOURCE AND CON7INGENCY PLANNING

Management Of the computer center has a continuing

responsiility to ensure that efficient and economical
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services are provided on a continuing basis. Management

must be able to predict changes in workloads and the effect

of those changes cn resource requirements. A primary
responsibility is to maintain suitable contingency control 0

plans covering disaster conditions, either natural or

van-made.

25. Review activity budgeting responsibilities and 0
determine the adequacy of fund administration for
budget execution.

26. Review, controls .and procedures. for .acyuiringreporting and monitoring the utilization ofequipmeni.

a. Appraise the procedures for determininj and S
etaluating idle and excess property. Examine the
most recent Reconciliation of Plant Account for
accuracy of reporting. (SECNAVINST 5237.1A)

b. Appraise the reporting and processing of excess
ED. equipment for reutiization or disposal
actions. (SECNAVINST 5237.1)

c. App raise management procedures to report EDP
equipment uti lizatio ( (SECLAVINST 5238. 1A)

d. Appraise .manajeamnt pkcoced res to maintain
optimum utilization, including the following:

(1) Determine who is responsible for performance
measurement within the data processing orga- -
n iz a ticn.

(2) peteruine.what methods or techniques the
installation uses for evaluating the erfi-
ciency of computer operations (hardware and
software).

(3) Review the installation's program for
evaluating computer systems performance.

(4) Evaluate results obtained from performance
evaluation.

(5) Review available performan e measurement
statistics such as bardware or software
monitgr qutput, and system management
facility information. Do statistics show
under -utilization of any hardware? .Of
particular concern are the central processing
unit (CPUI, tape drives, printers, dis
drives, an channels.

27. Review facility contingency plans:

a. Cbtain and review risk analysis performed tc
identify ;otental threats to the facility.
Ensure that contingency plans developed from this
risk analysis are consistent with the identified
threats and equate cost of implementing the
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contingency plans to the potential for loss.(opNAIS 5239. 1)

b. Review contingency plans to ensure that
procedures are estabished to guide facility
activities during natural disasters as well as
civil disturbances. Contingency plans should
cover both (1) loss or destruction of data and
Srogram files and (2) theft of information and

delays in computer processing.

c. Ensure that secu~itv and operations personnel are
ierodically .. rief d on their responsibilities

ior implementing disaster contingency plans. a
28. Review facility backup support agreements:

a. Ensure that backup support agreements provide
for not orly processi g of ritical applications
but also for input data transcription services.

b. Ensure that support sites have the ca acity or S
can arrange o accommodate the a ded backup
support, by discontinuing their nonessential
processing.

c. Ensure that detailed operatin procedures,
instructicns, etc. are store. with tack ur media
at a remote site from the facility which can be
transferred to the backup facility if necessary P
to resume EDP prccessing.

d. Ensur that the tackup pr9cessing plan has been
tested and problems i e tified resolve -d.

G. TINE ACCOUNTING IND BILlING PROCEDURES

Management has a responsibility to ensure that olerating

costs of the computer center are equitably distributed among

reimbursable users. Equitable distribution of cost requires

that an adgquate acccunting system provide maintenance of

records and documentation for both financial and nonfinan-

cial data. Documentation cf recorded CPU time and storage
cost plus material and labor usage must afford an adequate
basis for billing and provide a logical audit trail.

29. Review EDP acccunting procedures.

a. Ensure that billing algorithms statementc and
rerun cost allocation procedures proviae for
identification of responsible customer.

b. Ensure unique supplies and other quantifiable

942



direc t ccst, such as commercial data
transcription services, are identified and
supported.

c. For nongovernment users private parties, ensure
that the greater of eithgr the activity com uted
cost or the local commercial rate is bi led.
(NAVCOMPT Manual, par. 035881)

d. Ensure that the billings are supported by detail
billing aralysis for each customer.

30. leilew activity billing procedures and analyze the
I ccwIng:

a. Determine that there are intra/inter services
su port agreements between the computer center
an reimbursable users.

b. 4xamine ccniistencl between billings and the
job accounting system.

c. Examine piccedures to arbitrate billing
disputes -etween users and the center.
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A. IUTECDOCTIOI

Application system program procedural controls have

replaced many of the more conventional internal controls

develcped for manual systems. To ensure that internal

controls are valid and effective, a comprehensive approach

is necessary. Not only must procedural requirements for all

operatonal system applications be reviewed, but the applica-

tion ccntrols for locally developed and operated applica-

tions must also be validated. The scope of the facility

audit of application system controls should include a review

of the tajcr contrcl procedures of the CDA application

systems and local applications in operation at the facility

for which the facility has control responsibility. This

includes comparison of application controls, documentaticn,

interface with facility unique applications (and their

controls), and review of CDA required processing procedures

with activity operations. Software internal control reviews

of specific applications are beyond the scope of this audit

program.

B. TRAISACTION ORIGIUITION

Effective transaction control requires that source data

be captured as soon and as close to the point of origination

as possible. Procedures must be established to contrcl and

ensure the accuracy and completeness of each transaction

from originator and subsequent transcription entry into

transaction edit routines.

1. Review selecte appiqatign system and evaluate
manual transaction or gination proceaures.
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a. Ensure that control documentation describes bcw
and under what circumstances transactions arise,
who is res onsible
for recording encoding, and initiating, and how

it is processed.

b. Seleqt a sample of transactions from various
applications and trace back to the correspording
scurce docusents, verify 4uthorizing signatures.
Ensure that actual processing procedures were as
described in the control documentation.

c. ror centrally designed systems, compare process-.
ing procedures and practices o DA system speci-
fications. Ensure that transaction origination
practices are consistent with system requirements.

2. Review interagtive terminal application system input
ccntrcl procedures.

a. Ensure that control procedures for terminal
operations require review and certification of
input transac ions by other than the terminal
operators.

b. Ensure that controls have been established
requiring passwords and other processing controls.

C. TRANSACTION DATA INTRY

Effective use of transaction data entry controls can

verify prior to application processing that data transcribed

is consistent vih specified limits. Various methods can be

employed to edit transactions such as batch and check

totals, alpha and nuieric field limits, etc.

3. Review selected aplication systems and determine
what types of edi checks are used. Ensure that
prescrbed procedures are consistent with facility
perating procedures.

4. Trace a sel~cti;n of transactions tnrough this sta e
of the application system to evaluate t e effectivi-
ness cf the transaction data entry controls.

E. DATA CCBHUNICATICNS

The integrity of data is dependent upon processing

contrcls and systems operating procedures' ability to

compensate for mozentary or major commercial network
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failures. In addition, communication controls are required

to ensure that only authorized users have access to system

application through the communications network.
4

5. Review operating an d application system communica-
ticns controls. nsure that the documentation is
consistent with facility operating procedures.

6. Review communications Preventive Maintenance and
Failure Reports. Records of reported, failures
emergency, and preventive maintenance actions shoull
ke examined to assess.promptness, thoroughness, and
general quality of maintenance sapport.

7. Review Recovery Logs or other files prepared for use
I a Ecoverl/restart processes. 4eview lost or
garbied data error message accountability.

8. If th System under aldit posaesses an intega tedtest faci lty (ITF), this sould be used to vaLuate
error routines.

E. CUTNUT PROCESSING

Effective utilization of output products requires

controlled, timely distribution to both originators for data

confirmaticn and to users for action.

9. Ensure that procedures are adequate to support user
requ resents.

a. Trace selected indivi4ual output products from
printing tc user receipt and usage.

b. Verify facilit rocedures in processing and
corre ting err ngous output.

10. Review formal cutput procedures.

a. Ensure that procedures provide sufficient contrcl
to prevent unauthorized access to outputs and that
these procedures are followed by facility and user
personnel.

b. Innure that allocation of responsibil'ties within
and between the ccmputer center and its user/
customers provides Eor eifective control and
liaison.
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A. REQUIRRIENTS APPROVAL

facility local prograasing for support or new programs
is contingent upon the amount of effort provided to

centrally designed and maintained programs and program
changes. Local program effort is usually very limited and

as such, user requirements must be documented and reviewed

to ensure that the maximum benefits can be obtained.

1. Review procedures for accepting user/custozer
reguirements fcr new or modified programs.

a. Determ e that the user requirements have been
carefuiy and thoroughly documented.

b. Review estimating procedures for.p~pogramain
requirements. For systems requiring cost- enefit
analyses, ensure that hardware reguirements were
determined and considered in the analyses.

c. Rqview reportinq procedures for proposed program-
eg o1t. Ire users providea with gufdance on

existing output or other methods of satisfying
tkeir requirements?

2. Review acceptance procedures.

a. Ensure that jobs accepted are formally approved
within the computer center.

1. Reyiew procedures for establishing programming
priorit es and subsequent scnedullng.

c. Review programming wcrkload: Ensure that
ccntractor i;ogra~ming support has been considered
if .acklog. tuations are a continuing problem for
valid req irements.

B. PROGERADIUG MANIGIGENT

Project management techniques can be used for program

changes and development to provide a formalized means of

measuring progress through the use of periodic status

reports. (CPNkVINST 5231.1)
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3. Verify that a suitable management structure exists
for program development.

a. E amine qtatus re porting proy@ions. Determine
the need and, the availabi it y of specialized
reporting tecanigues such as PERT or reporting

roaches SUCh as Gantt charts. The auditor
s nld be arle to easily determine the status of
all CDA and local development projects.

b. Analyze repcrting procedures for programming
progress. How w el do original proIramming esti-
1ates compare to project and bu ge s and actual
expenditures?

c. Examine the dissemination of status reports and
cther project information to interested parties
rcth inside and outside the data processing group.

d. In projects that are c m leted or nearin con mle-
tio , ensure that feedb ck mechanisms will ensure
that lessons learned are taken into account in
future development projects.

4. Review programaing methods for the following:

a. Review user and operational documentation for
ccmpliance with standards. (SECNAVINST 5233. 1A;
DCDINST 4120.17M)

h. Ensure that the ccnversion plan provides
fcr program implementation without interruption of
data processing services to the users.

c. Determine if an adequate test plan is
developed and folowed to validate each new
system. Review the adeguacy of test results.

d. Does the facility use a structured programming
approach tc program development?

5. Determine the degree of independence exercised by the
?rcup charged with acceptance testing of new app ica-t icn systems.

6. Evaluate the completeness and comprehensiveness of
test planning and test specifications used by the
acceptance testers.

7. Evaluate the thoroughness of the acceptance testing.

8. Review procedu rs to resolve discrepancies reported by
acceptance testing.

9. Evaluate the degree to which users participate in the
Clanzing, con uct, and evaluation of acceptance
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C. CBIGE CONTROL

Formalized procedures for modifying operatonal applica-

tion systems must require written approvals and suppcrting

documentation. Controls in this area should focus on

preventing unauthorized, erroneous, or accidental changes

from teing introduced into previously tested and accepted

computer programs. (NAVCOdPINST 7000.36)

10. Ensure that procedures requiring formal written
requests for changes have been establisheA.

11. Determine what mechanisms are used for review of
proposed changes and how effectively these mecha-
nisms are used. For example, is there a change
ccntrol committee that is responsible for deciding
priorities and allocation of resources to changes?

12. Determine if there are restrictions on the number
and /or type of persons who can make changes.

13. Determane if independent means are used to report
the existence of program changes. For example,
scme installations nave automated the sys tems
management facility of the computer operating
system to prepare reports on all changes to
libraries.

14. Examine the processes associated with "quick fixes"
tc ensure that these fixes are controlled
adequately.

15. Dqtermine if there are controls on the number of
times changes can be made dring a given time
period or on the frequency of changes to any given
program.

16. Ascertain whether any special programs are used tc
ccntrol access to li raries of source programs.

D. DCCUMENTATION LED INTERPAC!

Dccurentation is the process of describing on paper the

functions that each application system performs, how they

are performed, how the functions are to be used and how the

application interfaces with the total system. (SECNAVINST

5233.11; NAVCOMPINST 7000.3c)

17. Ensure that documentation describes the flow of
data within tie application system.
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18. gns re that documentation describes how programs
isplement controls.

19. Ensure that documentation specifies how rcqrams
are to be operated, how they dre to be bagkr up,
and how recovery procedures are conducted.

20. Review docuentation and ensure that it is being
properly maintained and is updated.

21. Evaluate 11 usep documentation and review for
clarity and usability.

E. DATA BASE SANAGERENT AND CONTROL

Data base managelent and administration have a signifi-

cant impact on the efficiency, accuracy and effectiveness of

an EDP facility, especially in the area of computer

processing. Proper documentation of operating procedures,

applications programs and procedures, and accurate cata-

logueing and maintenance of changes to data base files, -

discs, tapes, data dictionary, etc. are critical in ensuring

control cver the data base and the processing accuracy of
the facility's applications. There are several major areas

of contrcl and associated safeguards that must be reviewed
during the facility audit. These include: (1) data base

control, access and Ehysical security; (2) data base mainte-

nance and data base library controls; (3) user and technical

staff training; (4) data base/facility operations inter-

faces; (5) systems development and testing; and (6) systems,

programming and procedures documentation.

These functions are appropriately the responsibility of

the Data Base Manager (DBM). All data base systems need at

least one position of authority to enforce data base policy
and procedures. Related elements of these areas will have

been review during cther sections of the facility audit.

The administration cf the data base has a major impact on
the overall operations of the facility, any potential cver-

laps are worth reviewing to thoroughly evaluate the inter-

faces between data base and other facility activities.
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22. Data Base Control, Access and Physical Security:

a. Review the orianization structure to determine
if the DEN function is effectively segregated
from the rest of the organization, especia1y tne
system development, user and operations func-
tions. T.e DBM function requires independence to
be effective in data base control.

t. Review the facility's operation's access con-
trols to ensure that the DBA does not have direct
access to the computer operations center. The
DBM should not be allowed to operate the facili-
ty's computer equipment.

c. Select a major ckustomer for review of its input
controls. Review its written procedures far
input controls to ensure they maintain data base
security ty keeping unauthorized users out of the
data base and also control authorized users
access to and use of the data ase. Ty es of
contrcls over users include se aration of duties
for do.ument preparation and data entry, written
authorization f or data entry, passwcrds for
system entry, system logs to document system
usa e, etc. These controls should also require
thai the DBM must receive user department
approval prior to entering transactions into the
system.

d. feview the DBM's control overm nputs to the dataase.. The DB5 has .esponsibl it for all inputs,
- and should be reviewing the ata entered for

quality, organization (to ensure that it complies
with existing data base formats), integrity and
level of security required.

e. Review the system of checks and balances over
changes to the data base. While the DBI is
responsible for reviewing, ap roving and auditing
changes to the data base, facility procedures
should call for another authorized signature
(director of data processing, facility system
evelopment committee, etc.) prior to the BBM

maxing chamges to the data base.

f. Review the data base file controls to ensure
they restrict accqss to and provide com lete
security for classified materiAl in accordance
with OPhAVINST 5510.1F, Department of the Navy
Informaticn Security Program Regulation. Relate
these controls to he security dscriptions in
the data base dictionary, select (if you have the
appropriate security clearance) a random sample
of classified data elements, and review access to
and contrcl over these elements.

g. eview the physiogal security of the data base,
including location in t e facility, access
controls and logs, etc. The DB is responsible
for the physical security of the data base, and
should have written procedures on file governing __
security cf the data base. The DBM must be
consulted by the facility security manager before
any changes are made to the facility tat affect
access to and security of the data base as the
B1 is responsible for the overall security ofthe data tase.
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h. Eeview the DBd's written procedures for recovery
and verification of the data base in the event of
-artial or complete destruction, security viola-
ion, or cther ccmpromise of the data base.

interview the facility security manager and DBM
to evaluate their responses to such data base
compromise or destruction possibilities as theft
classified material violations, unauthorizea
changes to data base programs or the data base
dictionary, modifications to data base applica-
tion's programs, unauthorized use of system or
vendor utilit programs to access the data base,
etc. Classi ied material violations should be
investigated. (OPNAVINST 5510. 1F)

j. Review the facility risk assessment (OPNAVINST
5239. 1).

Determine if the sqcurity ,easures and qontrols
selected and instituted ,y the facilt are
appropriate and adequate to ensure control over
te data base. Review the specific ccntrols,
including use of passwords, locatewords, photo-
graphic Ir cards for access to the data base
storage area, restriction of access to computer
operations personnel only,. maintenance of a
directory or access privileges and related
security clearances and security profiles for all
personnel authorized access to the data base,
authorization tables for access to specilic
programs, file records, control documentation,
etc.

k. Review systems analyst, programmer 4nd operators'
access t5 the data base ani determine if a eo-
priate ccntrols exist to ensure datasecurity and integrity. Specific items to bereviewed include:

(1) computer console logs and data base accesslogs

(2) DBM control over access to the data base
library

(3) other physical access controls over database
related sof tware

(4) the software controls over the access to the
datakase via utility programs, online
networks, etc.

(5) input/output (I/O) device control and access
(6) programmin and user documentation governing

access to the data base

(7) DBM ccntrol over all vendor-supplied utility
programs

(8) controls over other programs relating to the
data base to ensure only authorized
perscnnel can use the programs

(9) procedures for systems analyst/programmer
changes to data base programs

(10) control over access to the master terminal
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for fcr entry of changes to system utility
commands and other database-re ated access
changes

(11) access controls in force when purging,
reorganizing or compressing a Rata base

23. Data Base Maintenance and Data Base Library Ccntrols
a. Review the facility's job descriptions to ensure

that the LEM has complete responsibility for data
base maintenance and the data base library.

b. Beview the DBM's control over the contents ol-
changes tc, and distribution of the >data
dictionar the procedures for reviewing and
updating Ie dat a dactionaryacand the qualit of
the definitions in the data ctionary. The data
dictionary should include data definitions as
well as information on the audit and/or manage-
ment trails in the system. The data dictionary
is actually the audit trail for the data base in
that i identifies the nature and organizaticn of
data in tre data base, the program/data relaticn-
ships for the facility's applications, and is a
tool for validation, edit ann control of the data
in the data base. The DB8 should be restricting
access to the data dictionary by providing safe
storage and tight physical control over the
available copies.

c. Review the log of changes made to materials held
in the data base library. The changes should be
subjected to a guality control review by the £BM
as well as by another independent authority such
as the director of data processing system devel-
cpment committee, etc., and shoula have receivedsinature authorization prior to entry into the
da a base. Determine if a software prcgram
exists tc periodically scan the data Dase and
identify if any unauthorized changes have been
made.

d. Eeview the DBM's data base log tq determine if it
accurately records such inforlation as:

(1) data additions, deletions and changes

(2) th% us p.3ro grammer tr system analyst
originating the addi ions, changes and dele-
tions

(3) the reasons. for the update, evisi nsa
reorganizations or c mpressions o? the data
base

(4) the utilization of the data base by specific
users as well as by application, including
utility programs

(5) classified mate;ial or other data base
security violations

24. User and Technical Staff Training
a. Review the facility's training records or

individual personnel files to ensure that both
user and technical staff personnel have training
in:
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(1) proper use of the data base

(2) data Lase security, including instruction in
the handling or classified material as
required by OPNAVINST 5510. 1F

t. Review the training schedule and lesson plans
employed by the f ac~lity security officer and DBh
to determine the frequency and qua1ity of the
instruction provided to facility personnel in
data base management and classified material
control.

25. Ddta Base/Facility Operation's Interfaces

a. Review the controls over the operating
environment of the data base Such as operations
scheduling monitoringq, data base recovery, user
access etc. 7he DB should be responsi le for
controil, nq the data base operating environment,
authorizin any changes to o erations impactinq
data base usage, and coordinating with users ana
applicatica programmers regarding usage, storage,
extraction and retrieval of data in the data
base.

b. leview the preparation of the facilty's opErating
logs as well as usage reports generated from the
logs. The DBM should be generating data base
usage statistics, data base modification reports,
data utility program usage data, etc. for review
by the director of data processing and other £DP
management personnel.

c. Review the facility's JCL for batch-oriented
applicaticns of s ecial interest to the audit
team to establish the level of control over data
base access provided by the JCL. The EDP auditor
should insure that individual jobs can oLly
access, specifically identified files or sets or
files in a data base. This control also ap . ies
to online systems in that specific applica t cns
and 4ndividual transactions processed via these
aplicaticns should access only specific segments
o the data base. Test sample transactions to
determine the integrity of the jcl/online system
data base access controls by attempting to access
unrelated files or segments of the data base.

26. Systems Develclment and Testing

a. Review the facility's written procedureg$
qove;ning systems deve4ojmqnt and testing 9f new S
applicat1cni to determin if the DBM participates
in the system development and testing process.
The D N should review and approve all modifica-
tions to software which affects the data base.
This is especially critical in the areas of
financial applications and classified material
control and relates to both inhouse and vendor-
prepare& modifications. B-

b. Review the system development and testing
;rocedures to determine if the facility' s
internal review staff participates in the rrccess
cr revievs new applications prior to their
app;oval for use in the facility. The internal
rev iew staff should participate in the data base
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and application system development and change
roces to ensure that adequate controls are
being built into the data base and new applica-
tions software.

c. Review the facility's unit and system testing
standards. These standards should be formalized
into written proceduresa and compliance with
these procedures shoul& be documented and
retained fcr all new system development activi-
ties. The standards should set criteria for
preparing test data base, accompanying manual
edgers with anticipated results to check the

accuracy qf proqram algorithms, and documentation
modifications to applications being tested to
provide an audit trail for system development
audits.

d. Review the ap roaches to development of and
access to test data base. Wnile all test data
bases and program test documentation should be
maintained in the data dictionary, the DBI should - -

te restricting access to the test data base and
documentation, and should ensure that applica-
tions development staff controls the sample test
data used to evaluate new applications during the
system testing process. The DBM should also be
testing all modifications to software affecting
the data base prior to acceptance and usage by
customers.

e. Fevi~w the testing program at a detailed level.
Specific areas to be tnoroughly evaluated and
steps to he followed include:

(1) Review the testing procedures to ensure that
data base backup and recovery procedures for
new applications are tested prior to testing
the entire a plication to guard against loss
of the test ata base.

(2) Ensure that only test data bases are used for
applications te tI-4g. The facility should
never allow live data bases to be used for
TMttng purposes. Various types of test data
bases include unit test data bases used by
applicationdevelopment staff to debug
trograms, and benchmark test data bases used

o test program revisions whien previous
testing indicates that modifications are
required.

(3) Ensure that data base users have pa rticipated
in testing of all applications a zecting the
data bases relating to their applications.
User confidence in both the data base and
applications software is critical to effec-
tive control and use oz new applicaticns, and
user participation in the testing process in
invaluable in establishing user confidence.
User feedback to auplications develo ment
staff is also valuable in development of
program modifications.

27. Systems, Programming and Procedures Documentation
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a. Review the job description of the DBM to ensure
the DBM is responsible for all systems, program-
ming and rrocedures documentation relating to the
data base.

L. Review the written documentation standards to
ensure they establish specific criteria for eval-
uation of all documentdtion affecting the data
base. All documentation relatinq to the data
base should be thoroughly reviewed and approved
by the DBM prior to program implementation.

c. Review the operating instructions and procedures
manuals for all applications programs accessing
the data base to ensure that backup and recovery
Frocedures are thoroughly documenteg.

d. Review the systems, programming and pro-
cedures documentation to ensure that database-
related dcgumentaticn is cross-referenced in the
documentation and consistent in its approach to
data base access, control and usage.
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MII. [4l _AN CONCLUSIO-

Cperational auditing is not a new concept or practice.

Operational audits have been conducted for many years by

internal auditors in industry as well as government.

Various names have been given to audits which involve

more than the traditional financial audit. Some of the mcre

popular ones are co.ehensive auditiq, ef f ectiveness

paper has dealt only with operational auditing. As used

here, an operational audit is an examination of policies,

practices, procedures, and controls used to find out what

areas may be improved. Operational auditing extends well

beyond financial audits, which are concerned with the

receipt, control and disbursements of funds. It includes an

evaluaticn cf the utilization ard control of nonfinancial

resources such as Ixoperty, equipment, personnel, and

supplies. Thus, there is a substantial amount of literature

available for those who wish to study it in greater depth.

A NAEBAC is a high technology and fast changing orgari-

zation. It covers the development, maintenance and opera-

tion of all informaticn services technologies including the

acceptance testing of software developed externally. It
needs inplace, ongoing evaluation. The commanding officer

of a NAIEAC can gain valuable assistance from a constructive

operational audit. In general, managers of NARDACs can not -

conduct such in-depth reviews of their own operations though

an internal operational audit group is possible. Several

issues are important in the evaluation of performance at a

NARDAC: Who sets the standards? Who plays what role in

planning for the future? and Who makes basic pclicy
affecting 1cth the NARDACs and the customers of NARrACs?
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Because the NARDACs have Navy wide responsibility for non-

tactical ALP, some of the issues must be resolved by senior

Navy management--they can not he delegated to lower levels.
The NABEAC is an organization whose scope of technolo- S

gies to be coordinated has expanded tremendously as

computers, telecommunications and office automation have

merged together, and whose product offerings are extendiny-

into new customer areas. The complexity of implementing
projects, the magnitude of work to be done, and the lirited

human resources have forced the NARDAC away from being
primarily a production oriented organization to one where a

significant percentase of its work is concerned with coordi-
nating the acquisition of outside services for use by its

customers.
Measuring performance at a NARDAC by operational

auditing provides a consistent methodology and basically

uniform technique that can be used to adequately assess

performance in the seven NARDACs. The auditor, however,
must tailor the audit engagement by selecting those steps

that are appropriate to the particular NARDAC, the interests -
of the audit client, and the relationship between data
availability and audit resources. This selection is the key

to the success of the audit effort. An overriding consider-

ation in making the selection is the evidence standard,

promulgated by the U. S. General Accounting Office, which

states: [Ref. 51]

Sufficient, competent, and relevant evidence is to be
obtained to afford a reasonable basis for the auditors'
judgements and conclusions regarding the organization,
program, activity or function under audit. A written
record of the aulitors' work shall be retained in the
form of wcrking papers.

It is the rare case where the operational auditor can

isolate the ideal single measure or standard to evaluate
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performance. Yet, operational auditing can provide needed

data for improvement.

The focus on productivity improvement as the measure of

a NARLAC's value reguires an instrument for measuring

productivity. Usually, productivity relates to people-hasel

activities, and an operational audit is an ideal tocl for

seeing that management has at hand the necessary information

for decisionmaking. Operational auditing involves rot orly S

ascertaining how objectives are being met, but also evalu-

ating tue way the objectives were set in the first place.

Although performance criteria may be applied objectively, it
must be recognized that subjectivity enters into the selec- S

tion of these criteria.

A NARDAC is required to recover all of its costs. The

policies, as a Nif activity, are geared toward cost liquida-

tion. The establishment of appropriate prices is a complex 0

issue. An appropriate resolution is critical to estab-

lishing and naintairing a realistic relationship between

NARDACs and their customers. NARDACs must continually

search for ways to deliver new products in more efficient

ways.

The previous chapters presented a series of frameworks

for examining the NAIEACs and their function of infcrmation

services management. In sum the paper specifies the details

as to how an information services operational audit should

te conducted. The NABDAC was treated as a stand-alone busi-

ness within the Navy. This permitted the development of the

concepts cf control for information services. Issues of 5

internal accounting control within the NARDAC was not

covered as they do not have a direct impact on the interface

between the NARDAC and its customers.

The following overview of operational auditing is a

brief summary of the various phases and steps involved in

conducting an operational audit: [Ref. 52]
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At the beginning the auditor has no idea where to go or what

to do. The first step involves determining the total

(universe).
Qja~jU qlneral .u . _ _2f total R__ejs2og.Iiili-

JjU. L§a Io 1otal aaM &h~t can be audited.

The auditor finds there are many areas from which to choose.

An area is selected.

IAwEaxo and neral " ntormat9on o n areas leads

jioaz 12 alsal I iLg set as 2c area to be audited.

The auditor selects an area from the universe of areas; then

does a preliminary scrvey.

IMMou and 2IjMea information from area leads

314.29 M U-§ertiO 2- Ros!sible Alter native
tentliyv gkJectIyes 92&lid4~ed

The objective of a specific activity is determined--very

tentative. Also tentative alternatives are determined. A

review and test of management ccntrol is made.

A possible tentative report could be prepared at this time.

Also a program for the detailed examination is prepared if

audit is to continue.

The auditor selects firm audit objectives; gathers suffi-

cient, relevant, material, and competent evidence on audit

objective to come tc a conclusion on that objective. The

detailed examination is done.

QIR lid~ec L.so 9K ~S Ale cocuso 2.9 the~

_a aior Ehases.
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0
A sumnary of evidence in working papers is made, sufficient

to support conclusions on the objectives.

aaa s __ &id~n _i wor kin eRq s on the
jUtivj 12 orde. hv_ 19o.ILl Q aount for th e •

e~ ,Apd _t o s12pot Jh e a% _4to __ g __on~sions.

From summarized evidence, the auditor prepares the report,

including conclusions and recommendations. The report is

the final product of the auadit. 0

21_ HS M EA_. 4 22 9 12 U Agn! e _t _ ion and

S

p

I-
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AjPENDIX A

DEFINITIONS OF SPECIAL TERMS

e AEC _ !ESTIIG:. a process in which persons not respon-' pogram ilementation are charged with checking
the application system before it becomes operational. This
approach is intended to foster objectivity in evaluation of
the performance of the program and to test, in parallel,
both the application system itself and its documenation.

ACCES j B!_.TD: a procedure by which a program obtains data
T-a mass-storage file. The common access method for tape
files is se quention. There are several access methods for
disk files hat vary from seguential to truly random access.

AUDITABIIITY: features and characteristics of an infor.a-
TIM- 17 either computer-based or manual, that allow
verification of the adequacy and effectiveness of ccntrcls
and verification of the accuracy and completeness of data
processing results.

AUDIT SOFTWARE: a set of roarams which assist auditors in
pTdr3-g-ts on computer d ta files. The end product is
usually a report analzling the data in a format designed by
the au itcr to accomplish the desired audit objective.

AUDIT TEAIL; files, indexes reports and references that
owV specific transactions to be traced back to their

source cr forward to their final recording in the acccunts.
It also is referred tc as a maaageaent trail since it allows
management to determine propriety of processing and to p
follow up cn errors.

ZAICH CUIBOLS: a control procedure used to assure the
cnVersi'd -o_-processing of groups of data completely and
accurately. For example, when a card file is processed, the
last card may have totals (sometimes referred to as hash or
control totals) of account numbers and amounts. As the
computer trocesses this file,.it adds up the account numbers
and amcuts and compares their sums to the numbers on the
last card. If they do not agree an error message is
printed and processing susFended until the error is found
and corrected.

BAC_ ElOCZESSIN SHSTE: baa syste for collecting and
oiessi~g- ta- u gzMs ( tces). Many applications in

±usiness are of this type.

CU: Centeral Processing Unit. This is the princiial part
1a computer system. t i;s the Cu which contains the

operating system (the "brain" of the computer) and Eerforms
te .rocessiang. The CPU .ontains the circuitry for the .
arit metic and logic functions included in the comFuter
design, A variable amount of "main memory" is also assoc.-
ated uwith the CPU. Only data and programs contained in
"main memort" can be processed by the logic and arithmetic
functions ot he computer.

iZPJU 1 TI C ON SYSTE: a computer-based information
s7ei Mha C i incue t~mnanual and comguterized procedures
r source, transa ticn originatio4, data processing and

record keeping, and report preparation.
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flAkI: a. collection (?f data which is or anized in such
a Wayt%- allows a 4ata item to be available to difierent
users within an organization. Rather than having separate
files fola.a ahapplication, all files for all applications
are merged into one "total" file or data base. It is
frequently associated with data base management systems
which rely on such a file structure.

TA TR I ON IRA COQIUDNJJION): the sending.of data
oE Mne-Y¢.Hafwon .'oan o =r-oa 'n. "Typically, .nforza-

tion is sent over telephone wres from outlying terminals to
the central processor. T;ypical controls which assure the
completeness and accuracy o such transmission are character
counts message counts and dual transmissions. Data
security is an im portant internal control consideration in
systems which use data transmission since data and programs
afre more susceptible to accuss by unauthorized persons.

RlspK fq; a device for storing computer created data
I es. Iithouh their capac;$ties vary significantly, a
typical disk pack can store a llions of characters. Some
disk racks are sortarle. This allows more than one disk
pack to le placeN on a disk drive, the device the computer
uses to read and write from a disk pack. Because o± the
portabiliti of some disk packs good internal control
requires t at they be properly salteguarded.

IS.JJBU PRQCESSG: . a decentralized approach to infor-
aTI-P pZe sW. distributed system is an aggregation

of information systeas (intelligent terminals or mini-
comnuters} arranged as relatively independent subsystems
that are tied together through a central computer via commu-
nicaticn networks.

COCUNENTTITC: a meaps for understanding, the purposl of a
prriu'6E m~Communicating the program detais to a rea er.

DQUMJUJT_ CN STUN AEDS: a established acceptable level of
~ocflmetaticn, 7t rogram and system documentation should
ke measured aainst t is standard, and procedures should be
established for bringing inadequate documentation to an
acceptable level.
iambTs: a nontrol techni ue which determines if data is inac-
L ate, ;nop.ete,_n e sonabie or tails to meet estab-lished criera. e s procedure can be be done manually
tefore processing or by the computer at the beginning or at
subseguent stages in regular processing. This may be the
sole purpose *of certain grograms (commonly called edit
rograms) within an application. Common edits are: edits
lor reascnarleness or limit tests, such as determining if
hours rejgrted for a weekly wage earner are in excess or 60
hou:Fs; MIS in_ data.tests suc h as no employee or art
numer ana i legal aract ss, SUch as an alpha char-
acter (letter) in a numeric riel.

RO CL ON 1-CS DUR S: the method b which errorsW.ultio JJ .4fJut, rgrm .and processing, andc output

contrcls of the computer system are correcied and resub-
mitted fcr processing. Unless the corrections or errors are
subjected to the same controls as new input data, an other-
vise strcng system of internal accounting control could be
ineffective. In general computer operators and ccntrol
clerks should never ccrrect errors committed by a user.

R&J: a complete set of related logical records.
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IL .£ !IQ: a system of Frot~ction and back-up rcviicns
n -nl -assure that data files will not be narmed or

manipulatid intentionally or accidentally. Examples 'ot ile
controls are the son-rather-grandfaaer system of back-up,retention dates on header labels, fireproof storage vaults,
cff-premise storage, f temperature and humidity controls,
restricted access anA file protection rings.

6 LOOCE_ I: a .iagram which shows the logic ox a program
1e-wy in which a record is processed? or shcws the
sequence in which programs are processed and files are used
or created. Flowcharts of the first type are called prc gram
flowcharts, logic diagrams or logic charts; the latter type
are called system flowcharts.

- N. a system forf.backina u magnetic• ~ ~~ '9e3-a T~e nr- evious master rles ana .transaction
files are kept to reconstruct the current master file if
necessary.. The current master file (the son) is a product
of processing the last transaction file with the next to
last master file (the father) which itseli is the product of
the next to last transaction file and the second oldest
master file (the grandfather).

I _U T_ TO. OL: (administrative control. and accountinq
¢t!I A InMIrative control includes, but is not limitel

to, t e plan of organization and the procedures and records
that are ccncerned with the decision processes leading to
management's authorization of transactions. Such authoriza-
tion is a management function directly associated with the
responsibility for achieving the objectives of the organiza-
tion and is the starting pcint for establishing accounting
control of transactions.

t~h fgj jjTBLS contrqls designe4 to insure that data oing
ysemis authcrize, accurate, and co)ne e?

This is where lost errors are qenerally made, and therere,
the controls should te designed to be effective as possible.

UXs!%QUh Fj t storage devices, usually on ta es or:Ch- trait the storage of very large volu es of

Ik IIIL1; an oraniz@d data file which provides the
Mylrss of current informat on for accounts or other
es of files, such as name and address files. Master

I es are urdted periodically by other data files.(called
transaction filesi which inc de all changes to the file
since tle last updating run. The combination of old master
files and transaction files provide the back-up for the
current master file.

written records of all functions performed
tl e,~ r syste including the jobs processed, the -.

sart time, .the stop ime, the condition of the termination
of the job (normal or abnormal) and operator actions taken.
Operatibg ..ogs can be completed by the operator, by the
computer through the console typewriter or by both.

@V~@' tU. a group of programs that control all
soM e a1 1edtdo te CP, manage application programs

in process and provide other supporting functions.

theo erscn with the re onsibility of runningcomputer, who generally processes the jobs
accordin to a prearranged schedule and handles all of the
equi.pment includ.ng putting caE d program decks into the card
reader and mounting tuapes and uists on drives.
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CPIJAOR I ST5UCTiO.: written procedures that operators
I lW-tc fun 1- 1. These instructions cover mounting and
dismounting tapes, *changing pa er, setting dials and
switches, and responding through the console typewriter. in
general, these instruc ions include all items necessary for
setting up, processing and completing a job.

ERE TETiV the process o keepin g computer 0
workin condition a opcse to

correcting after malfunctions occur. Oweners or lessors of
computer equip ment generally enter into equipment servicing
conr ract§ with the lanufacturer. In addidion to providing
for service when equipment breaks down, these contracts call
for cleaning and testing equipment on a periodic basis,
usually weekly.
IROGU DZIG SUTS: °  worksheets used for writing
programs. Thse o73are designed for ease in keypunching
and for adherence to conventions established for programming
language.

hi PROGRA LISTINGI: a sequential listing of all the state-
ments or a compute;lfQgram. In general, program listings
should 4ct be avail~t to com puer operators since thls
would viclate the principle of segregation of duties.

fROGBA4 1VISIONS: changes to a computer p; ogram. Good
ntEfnal conE3-calls for adhering to estab isned documen-

tation standards whenever a program is changed. A record of
the review and approval of these revisions should be keEt. -

aOG.Al JISSIG PROCIDURES: the established method for
e ing rew.-- s - - n es to existin programs. Test
data, scmetimes called tes decks sho ul be designed to
thorou ghly test all logic paths within the progra . Valid
as well as inva lid data should be used to test the program.
Once tke test data is created, it should be retained to
document this testing.of the program and to be available for
testing program revisions.

BR T: the capability to cgntin e processing a file after
' rogram stops at an interim point fcr some reason. Many
programs can take a relatively long time to process a file,
rimariLy because of the volume of data on the file itself.
n ccasion processing wijj be halted abnormally. If it

were necessary to begin a progra.s at the beginning each
time, hours of process:ng co uld e lost. Restart caparili- I--
t4es therefore can be important from an efficiency p ont of
view.
HoTnE]j.l D-11;. a date laced upon the label 9f a tap e or

? lM3 h eis the cornuter, operator or librarian how
long the file is to he kept. If the retention date has not
Sassed, the file should not be updated or discarded
scratched).

a description of the processing of a job by theHiputer
the printed output related to the processing of a job.

I 1: a potentially ambiguous term. In some installa-
1 e- y, refer to operat or ' manuals which are used to
process jobs. In other installations they refer tc matuals
which ccrtain ali dccumentation for a application. The
difference is important since if operators have access to
run books and they cn ain, all information on an applica-
tion, good principles of internal controls are violated.
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§CRCT1H: a description of a tape or disk which is ready to
accept new data; tne process of making a take or disk ready
to accept new data.

EUENCE CHECKING: an editing procedure that coiapares.the
TrEI- M- r--in a sequential file with the " revicus

contrcl number. It it is not greater than or equal to the
previous number, the program notes that a sequence error has
occurred.
SERICE CNTE: .an org anization which provides data
p 1ing an-other closely related services to other orga-
nizations.

SOFTWIBE: a computer programs.

SOURCJ DCCUMENTS: tke beginning point for data entering the
Z§51 pRer-stei These documents originate in user depart-
men ts and may be in the form of time cards, purchase requi-
sitions, etc. After the data are entered into the computer
system, these documents should be stored or returned to the
customer.

STRUCTURED PROGRAN1ING: the group of techniiues that
provi 4-3Pec1s--i --T-Iines to programmers on how they may
use programming languages and how elements of programs fit
toge ther to form an application system. These techniques
were initially develo ed with the intent of providing more
contrcllatie and usable programs. They also offer, as a
fringe benezit, imprcved au itability of programs prcduced
under these techniques. The techniques falling unDer this
heading are as fol ows:

hf rcqrmmer Tasm Ortani ation. This technique is
Flseo nle-9s. ao5asnhEnT-MI-a smal±, integrated team
headed by a chief programmer and supported by two or
three analysts and programmers and a librarian. Use of
this approach has proved eflective in many instances. p
To -down DesiT . his techni ue consists of desiininq
ffTIS-Iesi.By specifying tne highest level func ion

irst and then proceeding downward to greater and
greater detail. tse of this approach tends to organize
programs more simply and effectively.

.modu arization. This tec1nique focuses on careful P3 l=--of programs into common and generally
useful modules to ensure simplicity and minimum redun-
dancy.

StructLed Co din.. This approach uses a collection of
n1-n 1ons-YoWsyrtax and p ogram format to ensure that

the programs are mcxe easily understood are less likely
to contain errors.

a -. A lanntevie f system speqificationspe evelopers. This approach
has been effective in minimizing built-in errors.

Ri-down Test'nl. Skeleton control modules are tested
f r3T-d-TE progresses down the module structure to
finally test the entire system.

(The auditor should focus on deterzin.ng the presence, or
absence of the above or related tecniges and the efzec-
tiveness of their use. Evidence of the use of these techni-
ques can he considered a positive sign even though the
udito; gay be unable to fully appreciate and understand the
mechanics ~f the techniques.)
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SISTZkIALLZ.~ process of studyin4 systems to determine
ld made and if so, now they should be

carried cut.

3iP1f5MSR.1iA-Ifli: designing, testing and implementing rnw

M IR EIG: a method of data processing which provides
e 1nen 11G--ta processing capability on a bas.s that would

not be practical or economically feasible if mnaintained
individually by each user. Generally a wide ranie of
computerized _aplications are offered simultaneously for
many users. Th se users in effect "share" the CPU.

_regid oal changes to a master file
iRHeaPH-asilaster zie p tin run.

2~ill ]EOGINIS: programs ;rovided by manufacturers to
a-IN31allation in tge functioning of its data

processing. Examples of such programs are sorts, merges,
and DITTC (a program which, among other things, allcws for
dumping cr copying a file).

k
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